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Aruba ClearPass Policy Manager NAC Solution

This document provides details on how to integrate and test the Aruba ClearPass NAC solution with PicOS® switches for
Secured Wired Access.
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ClearPass authenticates users and endpoints via 802.1x, Web Authentication, Mac Authentication Bypass (MAB), and other
means.

PicOS Network Access Control — Secured Wired Access Solution

PicOS supports the following Secured Wired Access solutions:

Authentication Methods: Following authentication methods are supported.
- 802.1x

* MAC Authentication Bypass (MAB or MAC-RADIUS)

+ Central Web Authentication

Multi-host Support — Support for multiple endpoints to be connected to the network through the same switchport.

Policy Enforcement — The following network policies can be enforced:
+ Dynamic VLAN Assignment (by ID and Name)

+ Dynamic Access Control List (ACL)

+ Downloadable ACL

+ COA (Change of Authorization)

Server Fail VLAN - provide limited network connectivity to users in the event of AAA server failure.

Solution Overview and Topology

Secured Wired Access solution consists of authenticating the following use cases:

1. User Based Authentication: Employee laptops will have 802.1x supplicant. We will use 802.1x authentication for
Employees.
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Device Based Authentication: We will use MAB (MAC Address Bypass) Authentication for authenticating
devices. Following example use cases for authenticating devices are covered in this document.

a. Group of IP Phones
b. Group of loT Devices

c. Contractor laptops which are not running 802.1x supplicant. Details on logic for this device is given in Guest Laptop
using MAB and Central Web Authentication section

Multi-host Authentication: This case includes more than one device connected to a switch port. Following is one of the
example use cases: Employee laptop connected behind an IP Phone and IP Phone is connected to the switch.

RADIUS server is configured with the following Secured Access Policies. Once the user or device is authenticated using
RADIUS server, the following secured access techniques are assigned to the port as per Policy settings in RADIUS server.

1.

Dynamic VLAN

2. Either Dynamic or Downloadable ACL

This document provides information for the following authentication uses cases.

1.

Employee laptop: An employee laptop with 802.1x supplicant is connected to the switch either directly or behind an IP
phone and will be authenticated by an 802.1x authentication method. Both dynamic VLAN and DACL (Downloadable ACL)
policies will be applied to the port where the employee laptop is connected. The employee laptop connected behind a
Cisco IP Phone is connected to port ge-1/1/5.

Registered IP Phone: A Cisco IP Phone is connected to port ge-1/1/5 and gets authenticated by MAB authentication
method. Dynamic Voice VLAN policy will be applied to the port where the Cisco IP phone is connected. Switch configures
the port to be in VLAN 800.

Registered IoT device: An loT device is connected to port ge-1/1/6. We will use MAB authentication method for this
endpoint. Both dynamic VLAN and Downloadable ACL policies will be applied to the port where the Access Point is
connected.

Guest laptop: A guest laptop does not have 802.1x supplicant running. We will use MAB and Central Web Authentication
method for this use case. The guest laptop is connected to port ge-1/1/7. Both dynamic VLAN and ACL will be applied to
the port where Guest laptop is is connected.

E— ClearPass Policy Manager

192.168.42.110

INTERNAL
NETWORK

ge-1/1/3

— ge-1/1/5 | gerr16 | (E
- 1)
N3048EP-ON ge-1/1/7
Switch Running PicOS

192.168.42.17

g B

EMPLOYEE GUEST
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Aruba ClearPass NAC Solution

This document provides details on how to install, integrate and test the Aruba ClearPass NAC solution with PicOS switches.

The following steps will install ClearPass Radius Server and setup the system configuration:

1. Install VM: Install Virtual Appliance. Follow the section “Using VMware vSphere Web Client to Install ClearPass on a Virtual
Machine” in 6.8 ClearPass Getting Started Guide.

2. Log in: Login with following credentials: appadmin/eTIPS123. This initiates the Policy Manager Configuration wizard.

3. Configure the ClearPass hardware appliance: Follow the prompts, replacing the placeholder entries in the following:

* Hostname

* Management Port IP Address

+ Management Port Subnet Mask
+ Management Port Gateway

« Data Port IP Address

« Data Port Subnet Mask

+ Data Port Gateway
* Primary DNS
+ Secondary DNS

Conf iguration Summary

ostname : ClearPassNac188
anagement Port IP Address : 192.168.42.181
anagement Port Subnet Mask : 255.255.255.8
magement Port Gateway : 192.168.42.1
Data Port IP Address ¢ <not configured>
ata Port Subnet Mask : <not conf igured>
ata Port Gateway : <not configured>
rimary DNS i 192.168.42.71
: : B8.8.8.8
2019-18-22

Bystem Time : 15:45:88
I : ’America-Los_fAngeles’

roceed with the configuration [y[Y1 mINl gq[(1]
yl¥l to continue
nlN]l to start over again
qlQ] to quit

‘nter the choice:
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4. Configure the system date and time and apply the configuration.
Follow the prompts to configure the system date and time. Press Y to apply the configuration.

5. Activating ClearPass License: To activate ClearPass Policy Manager and apply the ClearPass license, go to the following
https:/x.x.x.x/tips/, where x.x.x.x is the IP address of the management interface defined for the ClearPass server. Click on

the Policy Manager tab.
Make sure the I agree to the above terms and conditions checkbox is enabled. Enter license key text box, enter your

ClearPass license key and click Add License.

aruba ClearPass Policy Manager

s cartinge, plesse arter the Platform Actevstion Key

CiearPass Platform Activation Key

—

Terres ane Canetisne:

Aruba Networks, Inc. End-User Software License Agreament ("Agreement”)
TMPORTANT

Upon successfully entering the license key, the Admin Login screen appears with a message indicating that you have 90
days to activate the product and a link to activate the product.

Click Online Activation -> Activate Now to activate the license over the Internet with Aruba License Activation servers.

Click Administration->Server Manager->Licensing to make sure you have the following type of licenses installed and
activated: Onboard, OnGuard and Access. These Licenses are needed for adding a service functionality.

Menu —

aruba ClearPass Policy Manager

L] “dministration = Semver Manager = Licersing

L Licensin a4 Add License
] 2 Refresh Counl

# agminkstration G The Livensing page shons ail the ficensas sctivated for the Cltevfass clusten A Clesress Matform Ioemse s requined for every sroduct instance,
o CliarPass Pretal
Foisrs and #ruteges Tl s sonicotins
\
‘4""" in Usgrs Cluster License Summary
e agmin Fvileges
. License Typa Tatal Count Usad Count Updated At
B Server Manager
Jbs“u” Configuratian 1 Anbaard 1na a 2NEAOZR 1RERIE
Jr10g Cantiguratcn 2 anGuard 100 a 201910728 16:32 26
F-local Shared Fadars 3 peemss 100 [ 2001020 16:32:26

ra

Deploying an Aruba ClearPass Policy Manager

Requirements

This integration example uses the following hardware and software components for the policy infrastructure:
+ A Dell N3048EP-ON switch running PicOS Release 4.1.2.2 (or later)

+ ClearPass appliance running release 6.8 (or later)

« An employee laptop running Microsoft Windows 7 Enterprise
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+ A guest laptop running Mac OS
+ A Cisco IP Phone

» An Aruba Access Point

Integrating PicOS with ClearPass Policy Manager for Radius Authentication

The following sections go over PicOS and ClearPass Policy Manager configurations for Radius Authentication.

Configuring the PicOS Switch

The following sections go over the basic configuration steps in a PicOS switch needed for the Radius Authentication.

1.

Configure VLAN interface

set vlans vlan-id 10 vlan-name “vlanl0”
set vlans vlan-id 10 13-interface “vlanl0”
set vlans vlan-id 800

set interface gigabit-ethernet te-1/1/3 family ethernet-switching native-vlan-id 10
set interface gigabit-ethernet te-1/1/3 family ethernet-switching port-mode “trunk”

set interface gigabit-ethernet te-1/1/5 family ethernet-switching port-mode “trunk”
set interface gigabit-ethernet te-1/1/6 family ethernet-switching port-mode “trunk”
set interface gigabit-ethernet te-1/1/7 family ethernet-switching port-mode “trunk”

set 13-interface vlan-interface vlanl(0 address 192.168.42.170 prefix-length 24

set ip routing enable true
set system inband vlan-interface vlanlO

. Provide the RADIUS server connection information

set protocols dotlx aaa radius authentication server-ip 192.168.42.110 shared-key pica8pica8

. Configure the access profile

set protocols dotlx aaa radius nas-ip 192.168.42.170

Configure a RADIUS dynamic authorization client from which the switch accepts the Change of Authorization (CoA)
messages. (This is optional.)
set protocols dotlx aaa radius dynamic-author client 192.168.42.110 shared-key pica8pica8

. Configure the interval for re-sending the authentication messages to the AAA server when the AAA server does not respond

during NAC authentication. Here retry interval is set to 3 seconds.
set protocols dotlx aaa radius authentication server-ip 192.168.42.110 retry-interval 3

Configure 802.1x, MAB and multiple host mode on all access ports

The following is an example configuration for one of the access port in the PicOS switch. All ports enable the 802.1x,
MAB and Web Authentication modes. Clients with 802.1x supplicant get authenticated with 802.1x while other clients get
authenticated with either MAB or Central Web Authentication. Also multiple-host mode is enabled on all ports.

set protocols dotlx interface ge-1/1/5 auth-mode 802.1x
set protocols dotlx interface ge-1/1/5 auth-mode mac-radius
set protocols dotlx interface ge-1/1/5 auth-mode web
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Configure the host mode to multiple for the interface ge-1/1/5 so that we can use multiple hosts connected to the same
port (Example: laptop behind an IP phone connected to the port)

set protocols dotlx interface ge-1/1/5 host-mode “multiple”

Configuring the ClearPass Policy Manager

The following three configuration steps are needed to configure the ClearPass Policy Manager for RADIUS Authentication.
1. Import PicOS RADIUS Dictionary

2. Add PicOS Network Device and Group

3. Add a Test User

Import PicOS RADIUS Dictionary

Navigate to Administration -> Dictionaries -> RADIUS and import Pica8 RADIUS Dictionary as shown below.

Ercer secrat for tha Ml [1f any)

To verify Pica8 RADIUS dictionary is imported successfully, enter Pica8 in contains field and click Go as shown below.

- —_—
ClearPass Policy Manager Menu ——
Dashboard Administration « Dictionatas = RADIUS
T — RADIUS Dictionaries & fmert
A hiinh, ki This page alioas admins o view e Lt of RADIUS dichonaries, wew atrbutes and snable or sqort dictananis.
|3 naministration
g ClearPass Partal Fitar e suns B e show o [ reeonds
R Users: and Privilages ®  Vendor Name . Vendor ID Vendor Prefix Enabled
™ .
@ sarvar wansga 1. | Piad 35035 Pical troe
% External Servers
| External accounts Shawing 1-1 of L

£ Certificates
L Dctipnarias

4 RADIUS Cynamic Autherizatio
} TACACS+ Services
o Doz Fingerpals
4 Dictkarary Attrinutes
# bpplcations
S Cortext Server Actans.
A Ingrass Evertts
e Agents and Seftware Updates
%. Suppart
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Add a PicOS Network Device and Group

The following are configuration steps using the ClearPass Ul:

Click on Configuration->Network->Devices->Add. Fill out device name, IP address, vendor name and Radius secret key and
click Add to save the settings to ClearPass database as shown below.

Edit Device Detalls

m:m-unm SNMP Write Settings  CLI Settings

Name: PB-Access-BR-1-SW-2|
IP or Subnet Address: 192.168.42.170/24 (e.9., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description:
RADIUS Shared Secret: Verify:  [swewwwrvsrssssr)
TACACS+ Shared Secret: [ Verify:
Vendor Name: I=]
Enable RADIUS Dynamic Authorization:
Enable RadSec: [m]
Pica8-1P-Downloadable-ACL-Rule permit any any
y.

Verify PicOS switch reachability to the RADIUS server with the following CLI command:

admin@P8-Access-BR-1-SW-2> show dotlx server

Server-IP Status Priority Retry-Interval Retry-Num Detect-Interval Consecutive-

Detect-Num

192.168.42.110 active “ee 3 Sec(s) 3 5 Sec(s) 3

Add a new device group called PICOS-Switches by clicking on Configuration->Network->Device Groups->Add.
Add the device you created in the previous step as shown below and click Save.

Edit Device Group

Name: esaeica] ]
Deseription:
&

Format: O Subnet

O Regular Expression

——=@ List

Available Devices(3) Selected Devices(3)

Filter Filter
451051225 [10.10.51.225] | P8-Access-BR-1-5W-2 [192.168.42.170/24] I

2248 [172.16.0.193/24] i SE-180 (182 188 42.180]
SE LAB [192.168.42.168] PVLAN-ACC-SWE [132.168.42.44]

=3 B3 =3
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Add a Test User

You can integrate your Active Directory with ClearPass. For testing purpose we will add a local Test User in the ClearPass
Policy Manager as follows:

Add a role to ClearPass by clicking on the Configuration->Identity->Roles->Add menu as shown below, enter the new role
name and click Save.

Add New Role

Name: |Piaa-Empioyeen |

Deseription: ‘

To add a new user, click on Configuration->Identity->Local Users, select the role Pica8-Employees, enter name of the
department as shown below and then click Add.

User 10:

Name:
Password:
Verify Password:

Enable Usar: B (Check to enable user) f———
Change Pasword: I {Check ta faree change pessword on next TACACS+ lagin)

FiB-Empiynes B4

= ENQiNEEring g

& Cancsl
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Employee Laptop Authentication

In this example configuration, the ClearPass Policy Manager is configured to authenticate 802.1x users using its local user
database. If the authenticated employee is listed in the database as belonging to the Pica8 Employee group, ClearPass Policy
Manager returns the VLAN ID 10 to the switch in a RADIUS attribute. ClearPass Policy Manager also returns the Pica8-
Downloadable-ACL ACL for employees. The switch then dynamically configures the laptop to be in VLAN 10 with Pica8-
Downloadable-ACL. The Cisco IP Phone is connected to port ge-1/1/5 and the employee laptop with 802.1x supplicant is
connected behind the Cisco IP Phone.

This use case involves configuring the ClearPass Policy Manager, configuring the windows supplicant on the laptop, and then
verifying the NAC configuration.

Configure the 802.1x Wired Access Policy for Employee Laptop

Configuring and testing the 802.1x Wired Access policy in ClearPass Policy manager for the Employee laptop involves the
following five steps:

1. Configure Dynamic VLAN enforcement profile

Configure Downloadable ACL (DACL) enforcement profile

Create an enforcement policy to assign dynamic VLAN and DACL to the employee laptop after 802.1x authentication.

Create a Service for Employee 802.1X Authentication

o s w N

Create a Wired Access policy for Employee Laptop running 802.1x supplicant (called Pica8-Employee) that will use the
above two authorization profiles

Configure Dynamic VLAN Enforcement Profile

This profile defines the RADIUS attributes for specifying VLAN 10. These RADIUS attributes are sent to the switch when a user
who belongs to the Engineering department authenticates using 802.1X, enabling the switch to dynamically assign VLAN 10 to
the access port.

To add an enforcement profile, click on Configuration->Enforcement->Profiles->Add to add a new enforcement profile.
On the Profile tab, choose VLAN Enforcement template, enter the VLAN name and select a Pica8-Switches device group as
shown below and click Next.

arubo ClearPass Policy Manager
[] Configuration » Enforcement » Profiles » Add Enforcement Profile

i Enforcement Profiles

G
"m Attributes  Summary

£} Service Templates & Wizards
3 Servces PR B
1 & Authentication Mama:
& dentity Description: E LRE VLAY
£x Single Sgn-On (550)
£ Lacal Users
£ Endpoints Type: RADIUS
£} static Host Lists Action: © Accept ) Regest ) Drop
{3 Roles Device Group List: TR G| Femove | Add 1
e —— [t
o A Posture
- # Enforcement i
3 Pulicies T B
P Profiles

“F- Metwark
{3 Devices
43 Device Groups
1 Priey Targets
£% Event Sources
£ Metwark Sean
£ Policy Simulation
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On the Attributes tab, fill the VLAN number you want to dynamically assign as shown below and click Save.

aruba ClearPass Policy Manager Menu =—
* bashboard [] configuration » Enforcernent » Profiles » Add Erfarcement Profile
[ Manitaring i Enforcement Profiles
Peficonnoution F protite [l summary
13 Service Templates & Wizards — S— —
£ Servicas
S Authentication 1. Redius:ICTF Sassion-Timeaut = 10800 G =
- O 1dentity 2. Rediug:IETF Tesminztian-Actian = RADIUS-Request (1) Wwoe
{xSirgle Sign-On (S50) 3. Radius:IETF Tunnel-Tyoe = VLAN (13} B ©
£3 Local Users 4, Radius:1ETF Tunnal-rMaedium-Type = IEEE-HDZ (8) By "
{3 Endpaints 5. RediusICTR Tunnel-Brivate-Group-Id = [
4 Static Host Lists 6. |Click to add...
£ Rolas
£ Role: Mapaings
- T Pasture
- & Erfnreement
£ Policies
Felrafiios |
- Metwark
£ Devices
£ Devics Graups
£ Prowy Targets
£ Bvmnt Spurcas
£ Metiwork Sean
1 Palicy Simulation
4 Back to Enforcament Profilas L m

Configure Downloadable ACL Enforcement Profile

This profile defines the RADIUS attributes for specifying a downloadable ACL called Pica8-Downloadable-ACL. These RADIUS
attributes are sent to the switch when a user who belongs to the Engineering department authenticates using 802.1X, enabling
the switch to download Pica8-Downloadable-ACL to the access port.

To add a enforcement profile, click on Configuration->Enforcement->Profiles->Add to add a new enforcement profile.
On the Profile tab, choose Radius Based Enforcement template, enter the Download ACL name and select a Pica8-Switches
device group as shown below and click Next.

arvba ClearPass Policy Manager Menu —
Dashboard i, The Database Server Certificate has expired.
[Z) Monitoring i, The RadSec Server Certificate has expired.
d‘é Configuration & Configuration » Enforcement » Profiles » Add Enforcement Profile
R ORE———-
8 Authentication Enforcement Profiles
£} Methods Attributes  Summary
£3 Sources
2Q Identity Template: | RADIUS Based v
%3 Single Sign-On (SS0) Name: PicaB-Downloadable-ACL
Local Users
& . Description:
4} Endpoints
¥ Static Host Lists ¥
¥ Roles Type: RADIUS
£} Role Mappings Action: @ Accept O Reject O Drop
+ I Posture 5 )
ﬂ Enforcement Device Group List: pica8-device Add New Device Grou
{2 Policies View Details
% Modity
~#- Network Selact
1 Devices —Seedt-
1 Device Groups
£ Proxy Targets
£ Event Sources
1 Network Scan
{3 Policy Simulation £ Back to Enforcement Profiles m m

10
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On the Attributes tab fill the Downloadable ACL you want to download to the access port as shown below and click Save.

= —
aruba ClearPass Policy Manager Menu =—
Dashboard [] Configuration » Enforcement » Profiles » Edit Enforcement Profile - PicaB-Downloadable-ACL
2] Monkoring M Enforcement Profiles - Pica8-Downloadable-ACL
f contourmson-] 9 summary pronie [
Service Templates & Wizards
bl I P ! Type Name Value
£ Services
5 8 Authentication 1. Radius:Picas Plcag-1P-Downloadable-ACL-Name = PlcaB-Downloadable-ACL L
n = seq 10 from destination-address-ipv4 192.168.42.71/32 X
+ Q Ident : -1P-| -ACL- - @
ipde:‘ ity 2.| Radius:Pica8 Pica8-IP-Downloadable-ACL-Rule then action forward ity
. osture e =
- 3.| Radius:Pica8 PicaB-1P-Downloadable-ACL-Rule SR =020 fomidostination sdcisspipvii B2 68 21462 W @
then action forward
£} Policies | Radivs:Ficas e T Bownlbadiiie-Ari Huie _  5€q 30 from destination-address-ipv4 192.168.42.110/32 o
e | Profiles] then action forward
~4- Network 5.| Radius:Picas Pica8-IP-Downloadable-ACL-Rule _  seq 40 from destination-address-ipv4 192.168.42.94/32 B ¥
2 : then action forward
1% Devi
evices = -
A e e R _  seq 50 from destination-address-ipv4 192.168.42.108/32 .
13 Device Groups 6.| Radius:Pica8 Pica8-IP-Downloadable-ACL-Rule il A —_" Ry @
{3 Proxy Targets 7. Radius:Picag Pica8-IP-Downloadable-ACL-Rule _ seq60 ﬂjom Qestination-address-ipvq 192.168.42.0/24 o
{3 Event Sources then action discard
£ Network Scan 8. Radius:Pica8 Pica8-IP-Downloadable-ACL-Rule = seq 70 then action forward Ry @
143 Policy Simulation 9.| Click to add...
- < Back to Enforcement Profiles

Create an Enforcement Policy to Assign Dynamic VLAN and DACL

To add an enforcement policy, click on Configuration->Enforcement->Policies and click Add. Enter a Name, select SE-LAB-
VLAN profile and click Rules tab as shown below.

[.] Configuration » Enforcement » Policies » Edit - SE-LAB-Employee-Policy

] Monitoring i Enforcement Policies - SE-LAB-Employee-Policy

aruvba ClearPass Policy Manager Menu =—

1 Event Sources
£ Network Scan
4} Policy Simulation

#F Administration o

Y ey [CIEST] s
Service Templates & Wizards
gserv\ces ’ Name: [SE-LAB-Employee-Poiicy | ]
i/ & Authentication Description: SE-LAB-Employee-Policy
i Q Identity )
« i Posture
! Enforcement Type: RADIUS
_——
83 Policies| Default Profile: SE-LAB-VLAN View Details || Modify Add New Enforcement Profilc
S —
1% Profiles
'§- Network
1¥ Devices
1} Device Groups
{3 Proxy Targets

< Back to Enforcement Policies

11
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Click Add Rule and select the values as shown below for a new rule and select SE-LAB-VLAN and Pica8-Downloadable-ACL

profiles and click Save in the Rule tab as shown below.

Rules Editor

Match ALL of the following conditions:

Type Operator Value

1. | Tips EQUALS Pica8-Employees
2. | Click to add...

Profile Names: [RADIUS] SE-LAB-VLAN =
[RADIUS] Pica8-D —

[—Select to Add—-

Click Configuration->Enforcement->Policies-> SE-LAB-Employee-Policy to view the newly created policy as shown below.

aruba ClearPass Policy Manager Menu =—
Dashboard [ Configuration » Enforcement » Policies » Edit - SE-LAB-Employee-Policy

[Z] Monitoring i Enforcement Policies - SE-LAB-Employee-Policy

& 9 Enforcervent  Rules
1} Service Templates & Wizards
£ Service Enforcement:
rvices
+ & Authentication Name: SE-LAB-Employee-Palicy
+ & Identity Description: SE-LAB-Employee-Policy
+ i posture Enforcement Type: RADIUS
. Default Profile: SE-LAB-VLAN
Fe3 Policies]
3 Profiles Rules:
< ~4« Network Rules Evaluation Algorithm: First applicable
£ Network Scan Conditions Actions

£ Policy Simulation 1

.| (Tips:Role EQUALS Pica8-Employees) SE-LAB-VLAN, Pica8-Downloadable-ACL

| ———— WA OO RO ERfOR R SOT BT o | Save |

Create a Service for Employee 802.1X Authentication

Add 802.1x service called Pica8-Dot1x by clicking Configuration -> Services and click Add. Enter a Name and Description and
select options and configure eight conditions shown below.

12



ClearPass Policy Manager
Dashboard Configuration » Services » Edit - Pica8-Dot1x

[=] Monitoring Services - Pica8-Dot1x

Summary m Authentication Roles Enforcement Audit Profiler

Service Templates & Wizards =
Name: |Pica8-Dot1x ]

. = Authentication Description: 802.1X Wired Access Service
+ & Identity y
+ [ Posture
& Enforcement Type: 802.1X Wired
£3 Policies Status: Enabled / /
£ Profiles Monitor Mode: [J Enable to monitor network access without enféicement
. *§« Network More Options: [ Authorization [ Posture Compliance [ Audit End-hosts & Profile Endpoints [J Accounting Proxy

£ Network Scan
1 Policy Simulation

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator
1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15)
. ‘ Radius:IETF Service-Type EQUALS Framed-User (2)
3. | Radius:IETF NAS-IP-Address EXISTS
1. | Radius:IETF Framed-MTU EXISTS
b. ‘ Radius:IETF Called-Station-1d EXISTS
b. ‘ Radius:IETF Calling-Station-I1d EXISTS

Select Authentication tab and select six authentication modes in the same order shown below. Also select Authentication
Sources as shown below.

aruba ClearPass Policy Manager Menu —

Dashboard L] Configuration » Services » Add
] Monitoring Ll Services
£, Configuration bl m Authorization  Roles  Enforcement  Audit  Profiler  Summary

43 Service Templates & Wizards

Authentication Methods: Add New Authentication Metho
B 3]

i s Authentication [EAP PEAR]
[EAP FAST]
L Identity [EAP TLS]

[EAP TTLS)

1} Single Sign-On (S50) [EAP MSCHARY2] View Details

13 Local Users ™ oy |

 Endpoints ~-Salect to Add-- B

1 Static Host Lists

13 Rales Authentication Sources: Add Mew Authentication Sou

. I[Lwal User Repesitory] [Local 501 08] |
13 Role Mappings

B Pusture
& Enforcement

S Pros [ —]
13 Profiles
- o Metwork | --Selest to Add-- B
13 Devices Strip Username Rules: _ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
13 Device Groups Service Certificate: Select to Add-- B View Certificate Detall
13 Proxy Targets

£} Event Sources
£ Netwark Scan
23 Policy Simulation

Click on the Roles tab and create a Policy and Conditions shown below and click Save.

13



ClearPass Policy Manager Menu =

Configuration » Identity = Role Mappings = Add

Role Mappings

.7, Configuration o)

Rele mapping policy has not been saved
{3 Service Templates & Wizards
Policy  Mapping Rules

§3 Services
= Authentication Palicy:
L dentity Policy Narme: Pical Emplayes Policy
43 Single Sign-n (50) Description: Pica8 Emplayee Palicy
g :‘:‘:Dli!:;m Default Rale: PicaB-Employess
43 Static Host Lists Mapping Rules:
{3 Roles Rules Evaluation Algarithm: First applicable
4% Role Mappings Conditions.
; ::2:::"‘6”': 1. (Authentication:Usemams nirmal) FicaB-Employees
Policies
E Profiles
~d Network
4% Devices
{3 Device Groups
13 Proxy Targets

4% Event Sources
{3 Metwork Scan
43 Policy Simulation

€ Back to Services [ save [l Cancel |

Go back to Roles tab and make sure Pica8 Employee Policy is selected. Following is summary of enforcement for Pica8-Dot1x
service.

ClearPass Policy Manager Menu =
Configuration » Services » Edit - Pica8-Dot1x

Services - Pica8-Dotlx

o] 5
Hintandaumtion Gl Psimmaryl Psarvicell DRutnentication]] Nirotee Audit  Profiler
{1 Service Templates & Wizards
o Use Cached Results: [_l Use cached Roles and Posture attributes from previous sessions
b G Authentication Enforcement Policy: SE-LAB-Employee-Policy Bl Modity Add New Enforcement Pali
2 tdentity Enforcement Policy Details
£3 Single Sign-On (S50)
¥ Local Users Description: SE-LAB-Employee-Policy
{3 Endpoints Default Profile: SE-LAB-VLAN
£ Static Host Lists Rules Evaluation Algorithm: first-applicable
9
£} Roles
£% Role Mappings Conditions Enforcement Profiles
.1 FF Posture | 1. (Tips:Role ! 5 Pica8-Employees) SE-LAB-VLAN, Pica8-Downloadable-ACL
$ Enforcement
£3 Policies
1} Profiles
i Netwnrk
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aruba

;{_‘l Canfiguration

£¥ Service Templates & Wizards
£¥ Services
< = Authentication
4 Identity
£} Single Sign-On (S50)
13 Local Users
13 Endpoints
£} Static Host Lists
£} Roles
32 Role Mappings
= 1 Pasture
- # Enforcement
32 Policies
13 Profiles
- - Network
37 Devices
£ Device Groups
43 Proxy Targets
1z Event Sources
£ Network Scan
£ Policy Simulation

ClearPass Policy Manager Menu

Canfiguration = Services » Add
Services
Role mapping policy "Picaé Employee Policy” added

Sarvice Authentication

=TT

Enforcamant Audit Profilar Summary

2] mody |

Role Mapping Policy Datails

Role Mapping Policy: Add New Role Mapping Poli

Description: PicaB Employee Policy

Defaut Role: Ficag-Employees

Rules Evaluation Algorithm: Ffirst-applicable

Conditions Raole

1. {Authentication:Username E0UALS nirmal)

Pica8-Employees

€ Back to Services

[hoxt— I seve [ carce |

Click Audit tab and select the Audit Trigger conditions and Action after audit as shown below:

arvba
aE iboard
=] Monttoring
d
£} Service Templates & Wizards
& by Authentication
L Tdentity
£k Single Skgn-0n (S50}
£ Local Users
£ Endpoints
1} Stetic Host Lists
£ Roles
£ Role Mappings
« T Posture
- & Enforcement
25 Palicies
£ Profiles
- % Network
£ Devices
£ Device Groups
£ Prosxy Targets
£ Event Sources
£3 Network Scan
£ Policy Simulation

ClearPass Policy Manager
Configuration = Services » Edit - Pica8 Dotlx

Services - PicaB Dotlx

Summary  Service Roles m Profiler
Audit Server: [Hman Audis] [2] view Detaits | Wodity Add Mew Audit Serve
Audit Trigger Conditions: @ Always

When posture is not available
For MAC authentication request
Mo Action

"' Do SMMP bounce
Trigger RADIUS CoA action

Action after audit:

4 Back to Services Disable Cancal

Copy Save
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Click Profiler tab and select the Endpoint Classification and RADIUS CoA Action as shown below and click Save to save the

newly added service.

=] Menitering

£ Sanvice: Templates & Woards
bel services|
-} S Authersication
L Tdentity
s Single Sign-Qr (S50)

ClearPass Policy Manager

Configuration » Sarvices » EdE - Flcak Datlx

Services - Pica8 Dotlx

Summary  Service Roles [T Promes |

Menu =——

Endpaint Classfication: — Enlect the dassifcataniz) ater which an action must b tiggarns
Conputey

- Behe -

fxLocal Usars 8
pu— CIETEEET = view petate [ toary |
{7 Static Host Lists
£3 Roles
{3 Role Mapaings
- HH Pt
# Evforcement
e Palicizs
i Prafiles
- NEtwork
1 Dmices
{3 Dmice: Graups
£x Praxy Targats
R Event Sourees
£} Network Scan
£ Poloy Simulatian

£ Back to Sarvices

Configuring the Windows Supplicant on the Laptop

Add New RADILS Cob, Acion

This configuration example does not use the Windows Active Directory credentials for user authentication. Instead, it uses the

credentials of the local user defined on the Aruba ClearPass server.

On the Windows laptop enable 802.1X PEAP authentication for the Local Area Connection.

Under Control Panel > Network and Sharing Center > Change Adaptor Settings, right-click Local Area Connection and then click

Properties. On the Authentication tab of the Local Area Connection Properties window, configure the properties as shown.

@\J" # » Control Panel » Network and Intemet » Network Connections »

Organize v Disable this network device Diagnose this connection Rename this connection View staty

™) Local Ares Connection = - —

[~ B "/ Local Area Connection Properies =
@ Intel(R) PRO/1000 MT Network C e — ==

Select thes opon to provide authertcated network: access for
this Ethemet adapter.

[¥] Enable IEEE 802.1X authertication
Choose a network authentication method.

[Mcrosch Protected EAP FEAF) =] [ Sewngs

7] Remember my credentiais for thes connection each
time I'm logged on

) Falback 10 unauthonzed network Sccass
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Click Settings to display the Protected EAP Properties window. In the Protected EAP Properties window, click Configure to
configure Secured password (EAP-MSCHAP v2). Clear the Automatically use my Windows logon name and password check
box.

If your Aruba ClearPass server is configured to use Windows Active Directory to authenticate users, you would leave this
option selected.

Click OK. It will trigger login screen. Enter the user ID (nirmal) and password of the local user that you added to local user
database on the Aruba ClearPass server

Verify the NAC Configuration

On the PicOS switch run the following CLIs to verify the 802.1x NAC configuration.
To check the communication between the PicOS switch and ClearPass run the following CLI:

admin@pP8-Access-BR-1-SW-2# run show dotlx server
Server-IP Status Priority Retry-Interval Retry-Num Detect-Interval Consecutive-
Detect-Num

192.168.42.110 active cee 1 Sec(s) 3 5 Sec(s) 3

When the Employee Laptop is connected to port ge-1/1/5, first you will see unauthorized status as shown below. User will be
prompted to enter the login credentials in the Employee Laptop.

admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/5
Interface ge-1/1/5:

Client MAC : 80:e8:2c:b9:28:db
Status : unauthorized

After user successfully logs into the laptop, you will see the following the 802.1x authentication status on the switch for port
ge-1/1/5:

admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/5
Interface ge-1/1/5:

Client MAC : 80:e8:2c:b9:28:db

Status : authorized

Success Auth Method : Dotlx

Last Success Time : Tue Mar 8 14:50:10 2022
Traffic Class : Other

Dynamic VLAN ID : 10 (active)

Downloadable Filter Name : Pica8-Downloadable-ACL (active)

Downloadable Filter Rule : sequence 10 from destination-address-ipv4 192.168.42.71/32
sequence 10 then action forward
sequence 20 from destination-address-ipv4 192.168.42.1/32
sequence 20 then action forward
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sequence 30 from destination-address-ipv4 192.168.42.110/32
sequence 30 then action forward

sequence 40 from destination-address-ipv4 192.168.42.94/32
sequence 40 then action forward

sequence 50 from destination-address-ipv4 192.168.42.108/32
sequence 50 then action forward

sequence 60 from destination-address-ipv4 192.168.42.0/24
sequence 60 then action discard

sequence 70 then action forward

On the ClearPass Policy Manager Ul, click Monitoring -> Access Tracker and click on the request entry to see the details as
shown below.

ClearPass Policy Manager Ment
Monitoring » Live Monitoring » Access Tracker
Access Tracker Mar 08, 2022 14:51:51 ST © Autof
e.llon The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
Fccess Trackel]
@ Accounting [ ¥ [All Requests] _§ C1000 (192.168.42.110) “.s* Last 6 days before Today i
& onGuard Activity
B Analysis & Trending
B system Monitor
: ; Show 900+
T Filter: [ Host MAC Address ~ ~|fad ) = KE3 [1000 ]
B Endpoint Profiler Source Username Service Login Status
& Network Scan Results 1. 192.168.42.110 RADIUS pica8 Pica8-Dot1x ACCEPT 2022/03/08 14:4
¥ Discovered Devices 2. 192.168.42.110 RADIUS pica8 Pica8-Dot1x ACCEPT 2022/03/08 14:4
udit Viewer 3. | 192.168.42.110 RADIUS pica8 Pica8-Dot1x ACCEPT 2022/03/08 14:4
intF‘i/:ewer ‘ 4, 192.168.42.110 RADIUS pica8 Pica8-Dot1x ACCEPT 2022/03/07 21:2
ata Filters
5. 192.168.42.110 RADIUS pica8 Pica8-Dot1x ACCEPT 2022/03/07 18:2
acklisted Users
6. 192.168.42.110 RADIUS pica8 PicaB-Dot1x ACCEPT 2022/03/07 15:2
7. 192.168.42.110 RADIUS pica8 Pica8-Dot1x ACCEPT 2022/03/03 15:2

Request Details

Input Output  Alerts

Login Status: ACCEPT

Session Identifier: RODO0D0005-01-6227dd8S
Date and Time: Mar 08, 2022 14:49:41 PST
End-Host Identifier: B0-E8-2C-B9-28-DB

Username: pica8

Access Device IP/Port: 192.168.42.170:5 (P8-Access-BR-1-5W-2 / Pica8)
Access Device Name: PB-Access-BR-1-5W-2

System Posture Status: UNKNOWN (100)

Service: PicaB-Dotlx
Authentication Method: EAP-PEAPEAP-MSCHAPYZ

Authentication Source: Local: localhost

Authorization Source: [Local User Repository]

Roles: PicaB-Employees, [User Authenticated]

Enforcement Profiles: SE-LAB-VLAN, PicaB-Downloadable-ACL

A Sy i 1nf 1A

18



PICA g

To verify the RADIUS attributes sent by the switch to Aruba ClearPass for a particular request, click the request and then click
the Input tab in the Request Details window.

Request Details L
Summary m Output Alerts

Username: pica8
End-Host Identifier: 80-EB-2C-B9-28-DB
Access Device IP/Port: 192.168.42.170:5 (PB-Access-BR-1-SW-2 / PicaB)

RADIUS Request ©

Radius:IETF:Called-Station-Id  18-5A-58-1D-9C-21
Radius:IETF:Calling-Station-Id B0-E8-2C-B9-28-DB

Radius:IETF:Framed-MTU 768

Radius:IETF:NAS-IP-Address  192,168.42.170

Radius:IETF:NAS-Port 5

Radius:IETF:NAS-Port-Type 15

Radius:IETF:Service-Type 2

Radius:IETF:User-Name pica8

Computed Attributes O]

Fndnnint Attrihiitec

=
14 « Showing 1 of 1-6 records » »  [KoiTie Rl Show Configuration Show Logs

From the Employee Windows laptop browser make sure you are able to reach www.example.com.

IP Phone Authentication

ClearPass Policy Manager is configured to authenticate IP phone Endpoint Groups with MAB authentication. Cisco IP Phone is
connected to port ge-1/1/5. Voice VLAN 800 gets dynamically assigned to the IP Phone.

Configuring the MAB Wired Access Policy in ClearPass Policy Manager for IP Phones

Configuring the MAB Wired Access Policy in ClearPass Policy Manager for IP Involves Following Four Steps:
1. Create Static Host List for IP Phones and add IP Phone device MAC address to the Static Host Lists table
2. Configure Dynamic VLAN enforcement profile for IP Phones

3. Create an enforcement policy to assign dynamic Voice VLAN and ACL to the IP Phones device group after MAB
authentication

4. Create a Service for MAB Authentication of IP Phone devices

Creating Static Host Lists for IP Phones and Adding IP Phone’s MAC Address to the Static Host Lists Table

Connect the loT device to port ge-1/1/6. Run the following command in the PicOS switch to identify the MAC address of the
first IP Phone device.

admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/5
Interface ge-1/1/5:
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Client MAC : 00:cl:bl:e5:0a:f6
Status : unauthorized

To create Static Hosts List (SHL) for IP Phones and adding IP Phone’s Mac address to the SHL, navigate Configuration ->
Identity -> Static Host Lists and click + Add. Enter Name, select List Host Format, select MAC Address, enter the MAC Address
of the first IP Phone device to this group list, enter Description, click Save Host and click Save as shown below.

Edit Static Host List °
Name: | ﬁp-ﬁ |
J
Description: ‘ ‘
Host Format: O Subnet
O Regular Expression
amp @ List
Host Type: O 1P Address
ey © MAC Address
Host Entries
# Address Description
1. O 00:c1:bl:e5:0a:f6 Phone 1 o
a~
Address:
‘ ‘ o~
Description: ‘

Configure Dynamic VLAN Enforcement Profile for IP Phone

This profile defines the RADIUS attributes for specifying Voice VLAN 800. These RADIUS attributes are sent to the switch when
an IP Phone device gets authenticated using MAB, enabling the switch to dynamically assign Voice VLAN 800 to the access
port.

To add an enforcement profile, click on Configuration->Enforcement->Profiles->Add to add a new enforcement profile.
On the Profile tab, choose VLAN Enforcement template, enter the VLAN name and select a Pica8-Switches device group as
shown below and click Next.

aruba ClearPass Policy Manager

Dashboard [] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Pica8-Voice-Vian

M Enforcement Profiles - Pica8-Voice-Vlan

9 Summary lmi! Attributes

Name: |Pica8-Voice-Vian | ]

[Z] Monitoring

[ connaraton
£ Service Templates & Wizards
£ Services
-1 & Authentication Description:
£ Methods
£} Sources

- R Identity
{3 Single Sign-On (SSO) Action: @ Accept O Reject O Drop

Type: RADIUS

£} Local Users Device Group List: pica8-device
£ Endpoints |
£} Static Host Lists
£ Roles
£} Role Mappings
+ M Posture

3 Enforcement

L} Policies

[~Select-- =l
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On the Attributes tab fill the VLAN number you want to dynamically assign for Voice VLAN, add Pica8-AVPair attribute with

value pica8-traffic-class=voice as shown below and click Save.

aruba ClearPass Policy Manager

Dashboard (] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Pica8-Voice-Vlan
[£] Monitoring i Enforcement Profiles - Pica8-Voice-Vian

'} o
RRpEonfigurstion ' summary profile |G

4} Service Templates & Wizards
Type Name

Radius:IETF
Radius:IETF
Radius:IETF
Radius:IETF

£ Services

= Authentication
£} Methods
4 Sources

L Identity

Session-Timeout
Termination-Action
Tunnel-Type
Tunnel-Medium-Type

Value

10800
RADIUS-Request (1)
VLAN (13)
IEEE-802 (6)

4} Single Sign-On (SSO)
4} Local Users

Radius:IETF
Radius:Pica8

Tunnel-Private-Group-Id

Pica8-AvPair

N[GTE s w N~

800
pica8-traffic-class=voice

42 Endpoints
4 Static Host Lists
4% Roles
44 Role Mappings
+ i Posture

& Enforcement
1} Policies
&

4 Network
43 Devices

= NV P € Back to Enforcement Profiles
#= Administration o

Click to add...

v F

&
AN

By

o)
1]

Create an Enforcement Policy to Assign Dynamic Voice VLAN and ACL to the IP Phones Device Group

To add an enforcement policy, click on Configuration->Enforcement->Policies and click Add. Enter a Name, select Pica8-Voice-

Vlan profile and click Rules tab as shown below.

ClearPass Policy Manager

aruvba

Dashboard [] Configuration » Enforcement » Policies » Edit - Pica8-IP-Phone-Policy

] Monitoring

/| Configuration

i Enforcement Policies - Pica8-IP-Phone-Policy

¢ _semmary IETETURTN wues

Menu s
—

£ Methods
L3 Sources

& Identity
£} Single Sign-On (SSO)
£ Local Users
£ Endpoints
£ Static Host Lists
£ Roles
£ Role Mappings

i i Posture
§ Enforcement

be! Policies|
£ Profiles

% Network

Name: | Pica8-IP-Phone-Policy | ]
L i

Description: ‘

Enforcement Type: RADIUS

| [PicaB-Voice-Vian |

Default Profile:

3] View Deais ] wodr |

Add New Enforcement Profile

Click Add Rule and select the values as shown below for a new condition for IP Phones and then select Pica8-Voice-Vlan

enforcement profiles and click Save in the Rule tab as shown below.
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arvba ClearPass Policy Manager Menu =—

Dashboard Configuration » Enforcement » Policies » Edit - Pica8-MAC-Auth-Policy

[&] Monitoring Enforcement Policies - Pica8-MAC-Auth-Policy

o )
fycanfiqumtion Summary Enforcement E

£ Service Templates & Wizards

Rules Evaluation Algorithm: @ Select first match O Select all matches

£ Services

S Authentication Enforcement Policy Rules:
£ Methods Conditions Actions
£ Sources 1. || (Authentication:Source 1 IP Phones) Pica8-Voice-Vlan

2 Identity 2.| (Authentication:Source ! IoT device) SE-LAB-VLAN, Pica8-Dynamic-ACL
£} Single Sign-On (SSO) 3.| (Authentication:MacAuth ALS KnownClient) SE-LAB-VLAN, Pica8-Dynamic-ACL
{¥ Local Users 4.| (Authentication:MacAuth EQUALS UnknownClient) Guest_Access_Portal_Profile

£} Endpoints

1 Static Host Lists
£ Roles
11 Role Mappings

+ 1 Posture

- Enforcement

fe]Policies|

Summary of the Policy is shown below:

aruvba ClearPass Policy Manager
Dashboard [] Configuration » Enforcement » Policies » Edit - Pica8-MAC-Auth-Policy

[Z] Monitoring i Enforcement Policies - Pica8-MAC-Auth-Policy

o) -

o7 Eonfiguation - m Enforcement Rules

ervice Templates izards
Service T lates & Wizard
£ Servi Enforcement:
ervices
- § icati ame: ica8- -Auth-Policy
S Authentication N Pica8-MAC-Auth-Poli

1} Methods Description:
1 Sources Enforcement Type: RADIUS

- R Identity Default Profile: [Deny Access Profile]
4 Single Sign-On (SS0)
£} Local Users Rules:
1 Endpoints Rules Evaluation Algorithm: First applicable
£} Static Host Lists Conditions Actions

. uthentication:Source £ S ones, icaB-Voice-Vlan

£} Roles 1.| (Authentication:s E IP Phones) PicaB-Voice-VI
S DAala Manninae i

Create a Service for MAB Authentication of IP Phone Devices

Add a service called Pica8-MAB by clicking Configuration -> Services and click Add. Enter a Name and Description and select
options and configure eight conditions shown below.
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ClearPass Policy Manager Menu =
Dashboard Configuration » Services » Edit - PicaB-MAB
[2) Monitoring Services - PicaB-MAB
Summary m Roles  Enforcement
CrSecvice Templates & Wizards
.Serw:% Description: -baged Authentication Service
-k Authentication y
E-Q Identity -
£3 Single Sign-Dn (SS0) Type: MAC Authentication
¥ Local Users Status: Enabled
{3 Endpoints Monitor Mode: [ Enable to monitor netwark access without enforcement
£} Static Host Lists Mare Options: \ Authorization ] Audit End-hosts [ Profile Endpoints (] Accounting Proxy
4 Roles Service Rule
£ Role Mappings — —
HH Posture | Matches ANY or ® ALL of the following conditions:
1
$ Enforcement St
£3 Policies 1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15) 2 T
{3 Profiles 2. | Radius:IETF Service-Type EQUALS Call-Check (10) Be
-~ Network 3. | Radius:IETF NAS-IP-Address EXI5TS B2 @
) Devices 4. | Radius:IETF Framed-MTU EXISTS F
1 Device Groups 5. | Radius:IETF Called-Station-1d EXISTS =
£ Proxy Targets . X . =
{3 Event Sources 6. | Radius:IETF Calling-Station-Id EXISTS B @
£3 Network Scan 7. | Redius:IETF NAS-Port EXISTS S
{3 Policy Simulation 8, | Radius:IETF User-Name EXISTS B2
CEN AT

Select Authentication tab and select Authentication Methods as shown below. Also select Authentication Sources as shown
below:

aruba ClearPass Policy Manager Menu =—
Dashboard [] Configuration » Services » Edit - Pica8-MAB
) Monitoring M Services - Pica8-MAB
& G
o Configuration - Summary Service Authentication Authorization Roles Enforcement
{3 Service Templates & Wizards Authentication Methods: | [[Allow All MAC AUTH] Add New Authentication Method
o]
& Authentication
4 Methods
4} Sources
K Identity
{3 Single Sign-On (SSO)
£¥ Local Users [-Select to Add-- v|
£ Endpoints ” ~
Authentication Sources: [Endpoints Repository] [Local SQL DB] Add New Authentication Source
4¥ Static Host Lists IP Phones [Static Host List]
1} Roles ol device [Static Host List
14 Role Mappings
+ i Posture
& Enforcement
143 Policies
Profiles
2 Brof [-Select to Add-- ]
8« Network
£3 Devices Strip Username Rules: [0 Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

On the Enforcement tab, select Pica8-Mac-Auth-Policy and a new Condition for IP Phones as shown below and click Save.

arvba ClearPass Policy Manager Menu =
Dashboard [.] Configuration » Services » Edit - Pica8-MAB
[£]' Monttoring M Services - Pica8-MAB

\.i, Configuration Ol | Roles m

£} Service Templates & Wizards

Pl Use Cached Results: (J use cached Roles and Posture attributes from previous sessions
S Authentication Enforcement Policy: | Pica8-MAC-Auth-Policy | &l Add New Enforcement Poli
R Methods Enforcement Policy Details
Sources
Q Ideﬁity Description:
£ Single Sign-On (S50) Default Profile: [Deny Access Profile]
£ Local Users Rules Evaluation Algorithm: first-applicable
{3 Endpoints Conditions Enforcement Profiles

£ Static Host Lists
£ Roles

1. |(Authentication:Source 1P Phones) Pica8-Voice-Vian
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Verifying the NAC Configuration
Connect the IP Phone to port ge-1/1/5.

On the PicOS switch, run the following CLlIs to verify the MAB Authentication for the IP Phone.

admin@pP8-Access-BR-1-SW-2> show dotlx interface gigabit-ethernet ge-1/1/5
Interface ge-1/1/5:

Client MAC : 00:cl:bl:e5:0a:f6
Status : authorized
Success Auth Method : MAB
Last Success Time : Wed Oct 13 13:31:53 2021
Traffic Class : Voice
Dynamic VLAN ID : 800 (active)
aruba ClearPass Policy Manager Menu =
[ ] P Monitoring » Live Monitoring » Access Tracker
(8 Monitoring © Access Tracker Mar 18, 2022 11:30:01 PDT @ Auto Refresh
- H Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
Bl ccess Tracker
& Accounting ¥ [All Requests] § C1000 (192.168.42.110) “.s" Last 5 days before Today
& OnGuard Activity )

) Analysis & Trending

B system Monitor .
Filter: |Request ID [ contains v| 2] m

& Network Scan Results 192.168.42.110 RADIUS 38:17:c3:c0:a1:68 Pica8-MAB ACCEPT

Show | 1000 v | records

- [ Profiler and Network Scan
n Endpoint Profiler Server Source Username Service Login Status Request Timestamp

2022/03/16 15:07:39

& piscovered Devices 23 I 192.168.42.110 RADIUS 00:c1:b1:e5:0a:f6 Pica8-MAB ACCEPT

2022/03/16 15.07.35'

To check the RADIUS attributes sent by Aruba ClearPass Policy Manager to the switch for IP Phone, click the Output tab

shown below:

Summary Input I:nmll

Enforcement Profiles:  Pica8-Voice-Vlan
System Posture Status: UNKNOWN (100)
Audit Posture Status:  UNKNOWN (100)

RADIUS Response @
Radius:IETF:Session-Timeout 10800
Radius:1ETF:Termination-Action 1

Radius:1IETF: Tunnel-Medium-Type 6

IRadius:IETF:Tunnel~Privale-Group»]d 800 I
Radius:IETF:Tunnel-Type 13
IRadius:PlcaB :Pica8-AVPair picaS»trafﬂc-class=voicel

|4 « Showing 2 of 1-55 records » »  [KSLL Ll Show Configuration |l Export Jll Show Logs [l Close |
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Multi-host Authentication

An employee laptop is connected behind Cisco IP Phone and Cisco IP Phone is connected to port ge-1/1/5 of the switch. To
check authentication of multiple hosts connected to the same port, execute the following command in the switch:

admin@pP8-Access-BR-1-SW-2> show dotlx interface gigabit-ethernet ge-1/1/5
Interface ge-1/1/5:

Client MAC : 00:cl:bl:e5:0a:f6
Status : authorized

Success Auth Method : MAB

Last Success Time : Wed Oct 13 13:31:53 2021
Traffic Class : Voice

Dynamic VLAN ID : 800 (active)

Client MAC : 80:e8:2c:b9:28:db
Status : authorized

Success Auth Method : Dotlx

Last Success Time : Wed Oct 13 13:45:06 2021
Traffic Class : Other

Dynamic VLAN ID : 10 (active)

Dynamic Filter Name : mac_auth policy 1 (active)

Dynamic Voice VLAN 800 is assigned to the IP Phone and Dynamic VLAN 10 and Dynamic ACL mac_auth_policy_1 are
assigned to the Employee laptop.

loT Device Authentication

loT device is connected to port ge-1/1/6 and authenticated using MAB. After authentication VLAN 10 and mac_auth_policy_1
ACL are dynamically assigned to the IoT device.

Configuring the MAB Wired Access Policy in ClearPass Policy Manager for an loT Device

Configuring the MAB Wired Access policy in ClearPass Policy Manager for loT devices involves following four steps:

1. Create Static Host Lists for loT devices and add loT device MAC address to the Static Host Lists table

2. Configure Dynamic VLAN enforcement profile

3. Configure Dynamic ACL enforcement profile

4. Create an enforcement policy to assign dynamic VLAN and ACL to the IoT device after MAB authentication

5. Create a Service for MAB Authentication of loT device

Creating Static Host Lists for loT Devices and Add IoT Device’'s MAC Address to the Static Host Lists Table

Connect the loT device to port ge-1/1/6. Run the following command in the PicOS switch to identify the MAC address of the
loT device.
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admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/6
Interface ge-1/1/6:

Client MAC : 38:17:c3:c0:al1:68
Status : unauthorized

To create Static Hosts List (SHL) for loT devices and add loT device’s Mac address to the SHL, navigate Configuration ->
Identity -> Static Host Lists and click + Add. Enter Name, select List Host Format, select MAC Address, enter the MAC
Address of the first IoT device to this group list, enter Description, click Save Host and click Save as shown below.

Edit Static Host List
Name: | ETQ i |
Description:

Host Format: O Subnet
O Regular Expression
ammmp @ Lst
O 1P Address
- @ MAC Address

Host Entries

# Address Description
1. O 38:17:c3:c0:a1:68 IoT device 1
Address: [ |

Description:

_\;

Configure Dynamic VLAN Enforcement Profile

This profile defines the RADIUS attributes for specifying VLAN 10. These RADIUS attributes are sent to the switch when a user

who belongs to the Engineering department authenticates using 802.1X, enabling the switch to dynamically assign VLAN 10
to the access port.

To add a enforcement profile, click on Configuration->Enforcement->Profiles->Add to add a new enforcement profile.

On the Profile tab, choose VLAN Enforcement template, enter the VLAN name and select a Pica8-Switches device group as
shown below and click Next.
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aruba ClearPass Policy Manager Manu =

[] Configuration = Enforcement = Profiles = Add Enfarcement Profile

i Enforcement Profiles

ummary
{3 Service Templates & Wizards

& & Authentication Name:
& Tdentity Description: FE 1B VLAY

ik Single Swgn-Un (550)
¥ Lacal Users
£ Endpoints Type: RADIUS
£ Static Host Lists Action: © Actept Rezect Drop
g ';:::*Mwuhgs Device Group List: _W Add New Device Groa
) posture e
F 8 Enforcement i
{2 Palicies e B
]
F- Hetwark
£ Devices
£3 Device Groups
i3 Provy Teroets
£ Event Sgurces
£ Metwork Scan
{3 Policy Simulation

€ Backta et Profiles | Nt . I gave Bl Cancel |

On the Attributes tab fill the VLAN number you want to dynamically assign as shown below and click Save.

aruba ClearPass Policy Manager Menu =—
P configuration = Enforcernent » Profies = Add Enfarcement Profile
i Enforcement Profiles
EefiConnoumtion F protite [l summary
13 Service Templates & Wizards — S— —
£} Servicas
= B Authentication 1. Radius:ICTR Sassion-Timeaut = 10800 [
= I 1dentity 2. Redius:IETF Tesmination-hctian = RADIUS-Request (1) B
{3 Sirgle Sign-On (S50) 3. Radius:IETF Tunnel-Tyoe = VLAN (13} e o
£3 Local Users 4, Radius:ETF Tunnel-Medium-Type = IEEE-HDZ (&) i "
i3 Endpaints 5. RediusICTR Tunnel-Brivate-Groug-Id = [
A Static Host Lists 6. |Click to add..
{3 Rolas
3 Role Mapaings
- T Pasture:
- # Enforcement
{3 Pnlicies
Felrafiios |
- Metwark
£3 Devices
3 Devies Graups
3 Proey Tarpets
3 Event Sources
o3 Metwork Scan
13 Palicy Simulation
< Back te Enforcement Profiles L ==

Configure Dynamic ACL Enforcement Profile

This profile defines the RADIUS attributes for specifying a dynamic ACL called Pica8-Dynamic-ACL.

To add a enforcement profile, click on Configuration->Enforcement->Profiles->Add to add a new enforcement profile.
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On the Profile tab, choose Filter ID based Enforcement template, enter the Dynamic ACL name and select a Pica8-device
device group as shown below and click Next.

ClearPass Policy Manager Menu =

Dashboard (] Configuration » Enforcement » Profiles » Add Enforcement Profile

[] Monitoring i Enforcement Profiles

¢ Configuration | O TR auioutes _ summary

(& Service Templates & Wizards = ate: = 1

{3 Services emplate; Filter ID Based Enforcement v

+ B Authentication Name: Picag-Dynamic-ACL
]
- & Identity Deseription:

{3 Single Sign-On (SS0)
4k Local Users
{3 Endpoints Type: RADIUS
£ Static Host Lists Action: ® accept O Reject O Drop
{f Roles . - .
{x Role Mappings =SS [_Iplus-de'm Add New Device Grou

 postre

f Enforcement]
{} Policies —Sdlect— ]

- Network
{k Devices
£} Device Groups
£k Proxy Targets

Enter mac_auth_policy_1 as Filter-id value and click Save.
ClearPass Policy Manager Menu =

[ Configuration » Enforcement » Profiles » Add Enforcement Profile

b Enforcement Profiles

1} Service Templates & Wizards

L4 Services Type Name Value
4 & Authentication 1.| Radius:IETF Filter-Id = mac_auth_policy_1 Bx
- O Identity 2. | Click to add...
£ Single Sign-On {550)
£} Local Users
{3 Endpoints
() Static Host Lists
L} Roles
13 Role Mappings
+ [ Posture

-|# Enforcement |

£} Policies
=4 Network
1} Devices
£ Device Groups
L Proxy Targets
{3 Event Sources
3 Network Scan

€ Back to Enforcement Profiles

43 Policy Simulation
["Cancol |

Create an Enforcement Policy to Assign Dynamic VLAN and ACL

To add an enforcement policy, click on Configuration->Enforcement->Policies and click Add. Enter a Name, select Default
Access Profile profile and click Rules tab as shown below.
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aruba ClearPass Policy Manager

Dashboard

[.] Configuration » Enforcement » Policies » Edit - Pica8-MAC-Auth-Policy

i Enforcement Policies - Pica8-MAC-Auth-Policy

E] Monitoring

| coniuron |

1k Service Templates & Wizards

£ Services Name: Pica8-MAC-Auth-Policy l |
+ G Authentication Description:
- & Identity )
£} Single Sign-On (SS0)
Enforcement Type: RADIUS
£¥ Local Users P
[y
{3 Endpoints Default Profile: [[Deny Access Profile] | v|
} : | E——
£ Static Host Lists
£x Roles

£ Role Mappings

* EF‘DSWI’G

3 Profiles
4. Network

4 1

Click Add Rule and select the values as shown below for a new condition for loT devices and then select SE-LAB-VLAN and

Pica8-Dynamic-ACL enforcement profiles and click Save in the Rule tab as shown below.

Dashboard Configuration » Enforcement » Policies » Edit - Pica8-MAC-Auth-Policy

Enforcement Policies - Pica8-MAC-Auth-Policy |

[Z] Monitoring

aruba ClearPass Policy Manager Menu =—

Ry Configucation =) Summary  Enforcement m
42 Service Templates & Wizards = =
£ Servi Rules Evaluation Algorithm: @ Select first match O Select all matches
ervices
. S5 Authentication Enforcement Policy Rules:
£ Methods Conditions Actions
£ Sources 1.| (Authentication:Source ILS 1P Phones) Pica8-Voice-Vlan
- & Identity 2 I (Authentication:Source S IoT device) SE-LAB-VLAN, Picaﬂ-Dynamic-ACL]
{1 Single Sign-On (SS0O) 3.| (Authentication:MacAuth ¢ LS KnownClient) SE-LAB-VLAN, Pica8-Dynamic-ACL
£ Local Users 4.| (Authentication:MacAuth EQUALS UnknownClient) Guest_Access_Portal_Profile
£ Endpoints t -
Add Rule 0 : eUpt |
£} Static Host Lists | _ /
£} Roles

£ Role Mappings

| S enforcement |

FePolicieslil

Summary of the Policy is shown below:

arvba ClearPass Policy Manager
.. = Dashboard [.] Configuration » Enforcement » Policies = Edit - Pica8-MAC-Auth-Policy
[ Monttoring W Enforcement Policies - Pica8-MAC-Auth-Policy

o O
Lo o igutio @ Enforcement Rules

4F Service Templates & Wizards

£ Services Enforcement:
- =3 Authentication Name: PicaB-MAC-Auth-Policy
- Q Identity Description:
%3 Single Sign-On (S50) Enforcement Type: RADIUS
g ::ZEPIO?:ES Default Profile: [Deny Access Profile]
{3 Static Host Lists Rules:
{2} Roles Rules Evaluation Algorithm: First applicable
T Pcsgj ::Ie Mappings Conditions Actions

1. | (Authentication: MacAuth KnownClient) SE-LAB-VLAN, Pica8-Dynamic-ACL

- ¥ Enforcement
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Create a Service for MAB Authentication of loT Device

Add a service called Pica8-MAB by clicking Configuration -> Services and click Add. Enter a Name and Description and select

options and configure eight conditions shown below.

ClearPass Policy Manager

Dashboard Configuration » Services » Edit - Pica8-MAB
[=] Monktoring Services - Pica8-MAB
Summary @ Roles
Cisecvice Templates & Wizards
pservi:a Description: -based Authentication Service
+ ks Authentication y
- O Identity
& Single Sign-On (SS0) Type: MAC Authentication
¥ Local Users Status: Enabled
{3 Endpoints Monitor Mode: [ Enable to monitor network access without enforcement
1} Static Host Lists More Options: \ Authorization [ Audit End-hosts [ Profile Endpeints (] Accounting Proxy
4 Roles Service Rule
£ Role Mappings r — —
FH Posture | | Matches ANY or ® ALL of the following conditions:
0
$ Enforcement
13 Policies 1. | Radius:IETF NAS-Port-Type EQUALS
£ Profiles 2. | Radius:IETF Service-Type EQUALS
'é- Netwark 3. | Radius:IETF MNAS-IP-Address EXISTS
44 Devices 4. | Radius:1ETF Framed-MTU EXISTS
4 Device Groups 5. | Radius:1ETF Called-Station-1d EXISTS
£} Proxy Targets . X
{4 Event Sources 6. | Radius:IETF Calling-Station-1d EXISTS
1 Network Scan 7. | Radius:IETF NAS-Port EXISTS
£3 Policy Simulation 8. | Radius:IETF User-Name EXISTS
RN AR

&)

Ethernet (15)
Call-Check (10)

g & & &

[ A A

g o o

Select Authentication tab and select Authentication Methods as shown below. Also select Authentication Sources as shown

below.
5 —
aruba ClearPass Policy Manager Menu —
Dashboard [.] Configuration » Services » Edit - Pica8-MAB
(] Monitoring i Services -|Pica8-MAB
& )
= Summary Service Authenticatron I Authorization Roles Enforcement
Service Templates & Wizards o
Authentication Methods: I[N!ow All MAC AUTH] I Add New Authentication Metha
- & Authentication
1 Methods
£ Sources
Q Identity
£ Single Sign-On (SSO)
£ Local Users
! [—Select to Add— ]
£} Endpoints
£} Static Host Lists | Authentication Sources: [[Endpoints Repository] [Local SQL DB] Add New Authentication Sourd
Rol IP Phones [Static Host List]
43 Roles 10T device [Static Host List]
£ Role Mappings
- ¥ Posture
- § Enforcement
1} Policies
£ Profiles
- 4. Network [—Select to Add— V)
1z Devices Strip Username Rules: [J Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
1 Device Groups
£ Proxy Targets £ Back to Services

#7 Administration o

D €7 €D e

On the Enforcement tab, select Pica8-Mac-Auth-Policy as shown below, add a new condition for loT device and click Save as

shown below.
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aruba ClearPass Policy Manager
Dashboard [.] Configuration » Services » Edit - Pica8-MAB
] Monitoring i Services - Pica8-MAB
di) Sentipumtion Q Summary Service Authentication Authorization Roles
4 Service Templates & Wizards
Q Use Cached Results: [JJ Use cached Roles and Posture attributes from previous sessions
- & Authentication Enforcement Policy: i{PicaB-MAC-Auth-Palicy v]m Add New Enforc
£} Methods Enforcement Policy Details
£ Sources
Q 1dentity Description:
£x Single Sign-On (SS0) Default Profile: [Deny Access Profile]
4} Local Users Rules Evaluation Algorithm: first-applicable
13 Endpoints | Conditions Enforcement Profiles
|
Static Host Lists
gRoles 1. (Authentication:Source EFQUALS IP Phones) Pica8-Voice-Vlan
R 2. (Authentication:Source FQUALS IoT device) SE-LAB-VLAN, Pica8-Dynamic-ACL
4 Role Mappings

Verifying the NAC Configuration

On the PicOS switch run the following CLI to verify the MAC RADIUS authentication.

admin@P8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/6
Interface ge-1/1/6:

Client MAC : 38:17:c3:c0:al:68

Status : authorized

Success Auth Method : MAB

Last Success Time : Wed Mar 9 13:33:50 2022
Traffic Class : Other

Dynamic VLAN ID : 10 (active)

Dynamic Filter Name : mac_auth policy 1 (active)

On the ClearPass Policy Manager Ul, click Monitoring -> Access Tracker and click on the request entry to see the details as
shown below.

aruvba ClearPass Policy Manager Menu —
Monitaring » Live Monitoring » Access Tracker
& ponitoring | & Access Tracker war 09, 2022 13:29:56 PST @ Auto Refresh
= H# Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
Access Tracker|
Accounting ¥ [All Requests] |4 C100D (152.168.42.110) “i" Last 3 days before Today E3
& OnGuard Activity i

0 Analysis & Trending

B System Monitor ) .
i Profiler and Network Scan Filter: | Host MAG Address | [contains v |B8:17:c3.c0:a1:68 Gl Go | ClearFilter Shaw records

L] Endpoint Profiler

& Network Scan Results

Username Status Request estamp »

2022/03/05 13:27:22

192.168.42.110 38:17:c3:c0:al:68 PicaB-MAB

To check the Enforcement Profiles used by Aruba ClearPass Policy Manager for the loT device click the Summary tab shown

below:
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Request Detalls o

Input Output

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

Access Device Name:

Service:

Authentication Source:
Authorization Source:

Roles:

System Posture Status:

Authentication Method:

ACCEPT
RO0000013-01-62291bba
Mar 09, 2022 13:27:22 PST
38-17-C3-C0-Al1-68
38:17:c3:c0:a1:68
192.168.42.170:6  (PB-Access-BR-1-SW-2 / Pica8)
P8-Access-BR-1-SW-2
UNKNOWN (100)

Policies Used -
Pica8-MAB
MAC-AUTH
Local:localhost
[Endpoints Repository]
[User Authenticated]

|Enforcement Profiles:

SE-LAB-VLAN, PicaB-Dynamic-ACL I

|4 < Showing 1 of 1-5 records » »i Change Status Show Configuration Show Logs

Guest Laptop Using MAB and Central Web Authentication

In this case, the switch detects that the Mac OS endpoint does not have an 802.1X supplicant. The guest laptop is connected

to port ge-1/1/7.

Logic for Guest laptop authentication is as follows:

1. MAB Authentication detects Guest laptop device is not a registered device. The default rule for unknown device redirects
the user to the Guest Portal with URL https://www.clearpass.com/guest/weblogin.php/2?&mac=<MAC Address of
unknown device>

2. Guest or contractor logs into the Guest Portal. This part is handled by Central Web Authentication. After successful
authentication, RADIUS server marks the device as Known Device and sends the following RADIUS attribute which bounces
the port in which Guest Laptop is connected. Radius Attribute is sent as follows: Pica8-AVPair with value command=pica8-
bounce-host-port

3. MAB Authentication detects Guest laptop device is a known device and it assigns a Dynamic VLAN (SE-LAB-VLAN), and
Dynamic ACL (Pica8-Dynamic-ACL) to the device.

This use case involves configuring the PicOS switch, configure the ClearPass Guest Portal, configure the ClearPass Policy
Manager, and verifying the NAC configuration.

Configuring the PicOS Switch

Configure the Dynamic ACL to be used when a guest laptop connects to a port. This firewall filter, which is configured on the
switch, allows the guest to access the entire network except for subnet 192.168.42.0/24.

set protocols dotlx filter mac _auth policy 1 sequence 4 from destination-address-ipv4
192.168.42.170/32
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set protocols
set protocols

192.168.42
set protocols
set protocols

192.168.42.

set protocols
set protocols

192.168.42.

set protocols
set protocols

dotlx filter
dotlx filter

.0/24

dotlx filter
dotlx filter
110/32
dotlx filter
dotlx filter
1/32

dotlx filter
dotlx filter

mac_auth policy 1
mac_auth policy 1

mac_auth policy 1
mac_auth policy 1

mac_auth policy 1
mac_auth policy 1

mac_auth policy 1
mac_auth policy 1

sequence
sequence

sequence
sequence

sequence
sequence

sequence
sequence

7

999 then action

then action

from destination-address-ipv4

then action

from destination-address-ipv4

then action

from destination-address-ipv4

then action

“forward”

“discard”

“forward”

“forward”

“forward”

Configure Block vlan. Guest user will be put in the Block vlan until the guest user successfully logs into the Guest Portal. Guest

laptop will get an IP address in Block vlan (192.168.44.0/24) before the user logs into the Guest Portal.

set protocols dotlx block-vlan-id 20

set vlans vlan-id 20 vlan-name “vlan0”

set vlans vlan-id 20 l13-interface “vlan20”
set 13-interface vlan-interface vlan20 address 192.168.44.1 prefix-length 24

Configuring Aruba ClearPass Guest Portal

We will use the ClearPass Guest Portal for the Guest authentication. The following are the main steps for configuring

ClearPass Guest:

+ Set up the guest user account

+ Configure the guest login page

Log in to ClearPass Guest. For example: https:/192.168.42.110/guest with credentials admin/pica8pica8

Set up the Guest User Account

Click Create New Guest Account

Erubo

l"' Active Sessions

8 create Account

@ Create Multiple

|4} Export Accounts

#5 tmport Accounts

8] Manage Accounts

.:',, Manage Multiple Accounts

@

ClearPass Guest

Home » Guest

Guest Manager

" Last successful login from 152.168.42.82 on Monday, 04 November 2019, 1:22 FM

o Mo failed attempts since last successful login

Guest Account Management

Use the commands below to manage your network’s guest user accounts.
" Create New Guest Account
Set up a new acoount for guest access to your netwaork,

_f Create Multiple Guest Accounts

Create multiple guest accounts, each with a randomly-
assigned username and password.

a= Manage Guest Accounts
s; View a list of all current guest accounts. You can modify
and remove individual user accounts here.
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Provide the details for the guest user account, as shown below. Make sure to note the password, which is automatically
generated. Click Create.

aruvba ClearPass Guest

ﬁ ‘Guest ) Home » Guest » Create Account
£, Active Sessions Create Guest Account
8
f Create Multiple New guest account being created by admin.
i Export Accounts
%5 1mport Accounts
_ﬁ Manage Accounts #* Guest's Name:

. MName of the guest.
§. Manage Multiple Accounts

* Company Namem
ompany name of the guest.

* Email Address: Le t 20T
" TTNe guest's emai address. This will become their username to log into the network.
Account Activation: E

Select an option for changing the activation time of this account.

Account Expiration: Il 90 days from now I

Select an option for changing the expiration time of this account.

[Guest
# account Role: ] B _
Role to assign to this account.

Password: 37534

Notes:

¥ A

* Terms of Use: I am the sponsor of this account and accept the terms of use

[ owe R

* required field
€, Back to guests

5w Back ta main

Configure the Guest Access Login Page

Select Configuration -> Pages -> Web Logins and click Create a new web login page.

aruba

ClearPass Guest Menu —

Harne = Canfiguration » Pages = Web Lagins
X b Create & new weab login pa
] web Logins “® sin pag

Many NAS devices support Web-based suthentication for visitors.

'* Authentication By defining a web login page on the ClearPass Guest you are abie to provide o customized graphical legin page for visitors acoessing the network through these NAS devices,
+I Qg Content Manager Lise: this Jist visw b define new wes login pages, and to make changes b axisting web fogin pages.
$ Guest Manager
: Onboard deviee provisionin < are now managed from the Web Login tab within provisizaing settings
£} Hatspot Manager - provisioning page ed i sgin tab within provisioaing setting
= ‘age e 'age Name e n
wfFazes] Page Tt Page N Page Skis
B Fields
I Forms i There 2ee ne wen login pages te dspay.
TIT List Views

Self-Registrations 0 web bogirs (7 Reluad [ B

8+ Back 1o pages

#, Back to configuration

=y 5MS Services.

By Cateways @ Back ta rmain
B send sz

[} Translations
P nagiseant

£, Language Packs
B Field Customizations
[k Page Customizations
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In the Web Login Editor, provide a name for the Web login page you are creating, specify the login page name as it appears in
the URL, and set Login Method to Server-Initiated — Change of authorization (RFC 3576) sent to controller as shown below. In
the Login Form section of the Web Login page, set Pre-Auth Check to None — no extra checks will be made as shown below.

Home = Configuration » Pages » Web Logins

Web Login (new)

“, Configuration (s Use this form to craate a new Web Login.

By Authentication
L Content Manager

ClearPass Guest

Web Login Editor

i Page Customizations

| redesicls - Reovie @ uaemame and paziwere |
Skt L autyant

—

futhenticatian:

7| Enable bypessing the Appie Captive Netwark As
Pravent ChA:
Cusrom Farme || PrOvigE & custenn login form

Ptz Labels: Ouerrida the default lahels and Gmar massages

IF mluctud, yau will be sbie t alter labels and error messages for the

* Narne:
ann Manager ST ——
= %) Hotspat Manager
8 Pages Pege Name: | Enter = poge name for this web lagin.
h The wel kg will be accessiake fram “gUest/page_name ahp®
B Fields
T Forms
Dzscptan:
T List Views e 4
B Sel-Regissrations Tomments or cescripbe bexk about the web login
g
Fi¢ web Logins| * Vendor Settings: _ "
Select a predefined oroJp of sertings sutable for sEandars nEtwors corfigurations.
4, Web Pages
Receinte Is.:mr TiEated — Change of authorzancn (I 5576] sert s contraier | |
= s Receipt Login Method: SeTEEE oW e Uzers nemiors g ol e haraed
C@sMs services | S —iritistuel ligin recpuine the aser's MAC s bn ke aailablo, csualbe friom she capbos partal redinectie pracmss,
iy Gateways Page Redirect
f§ Send sus Ostians for soecifying paemetsrs passed i te inal redivect.
= L&QT.'anslatlnns Do ret shegs - lsgin wil aways oo permited
= %) pssiscant Seourity Hash: | & TR aerturs, s tes thas s lgin
& AsslEn 5 this cption to detect when URL parameters have baen mediied by the user, for examele thelr MAC address.
d, Language Paces vogin Farm
I8 Field Custamizations Gotions for saecifying the behaviour ard cortent of the kogir farm.

b submnitty
‘ocess Code and ANanymeus require the account bo have the Username Authentication field set.

sistant

The Appie Captive Netwass fssiskank (CHA] is the poo-up browser seown when joring & network thet hee s captie paral,
%ot that this option My not work with all vendors, depending an how the captive portal i implemented,

If selected, you maust Suaply your oan HTHL login form In the Header or Fogter HTML areas.

® praauth Chace | |NERE 09 e enecks wil oe made

Administration

— Require a Terms end Conditions confirmetion

O e e e e g T

1 busess procasding Lot MAS aulant catin

Menu ==

Set Login Delay to 20 seconds. In the Default Destination section, enter a default URL, as shown below, to which the guest

gets redirected after successful authentication. In this example, the guest is redirected to the Pica8 home page after

authentication.

Default Destination
Options for controlling the destination clients will redirect to after login.

| ntip:iipicas.com |

* Default URL: Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any ext

Override Destinaa\:.. Force default destination for all clients

ernal domain.

If selected, the client's default destination will be overridden regardless of its value.

Click Save Changes.

Configure the ClearPass Policy Manager

Following table provides summary of profile, policy, service names and sequence of operation configured for this use case.
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Sequence of Service Service Policy Profile Client .
Operation Name Type Name Name Type Operation
1 Pica8-MAB MAB Pica8-Mac- Guest_Access_  UnknownClient Redirects the guest to ClearPass
Auth-Policy Portal_Profile Guest login page for CWA. Puts
the guest in Block VLAN
2 Guest_ CWA Guest_Auth_  Pica8-CoA- UnknownClient  After Guest enters credentials,
Web_Auth_ Enforcement_ Bounce-Port Web authentication Guest
Service Policy becomes KnownClient
3 Pica8-MAB MAB Pica8-Mac- SE-LAB-VLAN, KnownClient  Put the guest in VLAN10 and
Auth-Policy Pica8-Dynamic- applies dynamic ACL
ACL

The following are configuration steps using ClearPass Ul:

1. Follow Add device and group, and Configure a Vlan enforcement profile and policy sections from 802.1x which are common
for this use case as well.

. Configure the MAC RADIUS authentication enforcement profile.

This profile provides the switch with the address of the redirect URL for Aruba ClearPass Guest login page.
Select Configuration->Enforcement->Profiles, click Add.

On the Profile tab, set Template to RADIUS Based Enforcement and type the profile name, Guest_Access_Portal_Profile in
the Name field, PICOS-Switches in the Device Group List and click Next as shown below.

aruba ClearPass Policy Manager r——
Dashbosrd B confgurstion » Enfercement = Profiles = Add Enfarciement Profile
= Monmoring i Enforcement Profiles
ERyfonfeumsen i m Attribetes  Summary
0 Bervice Templates & Wizards o — =
o B
& hamercnin e
2 Identity Descri ption
3 Single Sige-On (3500
© Loeal Users
5 Ertipaints. Tyoe: RADIUS
() Static Most Liste Acsian: 0 Acces Reject Drap
G Roles Dewice Group List: - = A New Device Grou
O R Magsings [
¥ rasure [ Vewboale |
B Erforament TS
i Paliias = B
o[
= Nutmark
i Devices
& Device Geoups
& Proxy Targets
G Event Sowrces
O Nutwork Scan
& Policy Simulation
¢maw — w
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On the Attributes tab, configure the following attributes:

Set Radius:Pica8 attribute type with PICA8-Redirect-URL name and value set to the following: https:/www.clearpass.com/
guest/weblogin.php/2?&mac=%{Connection:Client-Mac-Address-Colon}

This URL goes to the Aruba ClearPass Guest server. It also passes the MAC address of the endpoint to ClearPass Guest as
shown below.

Click Save.
ClearPass Palicy Manager Menu =
Dashboard i: The systerr is runring on lpw disk space. Check the System Manitor page to view the available disk spece.
[ Monitoring ] configuratian » Enforcement = Prafiles » Edit Enforcement Profile - Guest Access Fortal Profile

“ Enforcernent Profiles - Guest_Access_Portal_Profile

£ Service Tamplates & Wizards
3 Services
Lo authentication

Summary  Profile

Name Value

PicaB-Redirect-URL

I Methogs
3 Sauroes
= & Ddentity
2 Sangle Sign-0n (S50}
Iy Lacal Users
5 Endpoints
o Static Host Lists
11 Rales
I3 Rale Magpings
ot Posture:
3 Posture Polices
rdudt Servers

o Agentless CnGuard

- Stacaner ]
TP

| profiesll
e Netwark
£3 Devinns
43 Device Grouas
o Prosey Targots
1 Dvmns Seurces

AEEps /i ww . chear nass, comyguest/weblogin. phpd s Hmac =1
Connecticn :CTent-Mac-Addrass Color}

£ Network Scan P EN— L W o W

3. Configure the MAC RADIUS authentication enforcement policy.

The MAC RADIUS policy tells Aruba ClearPass to apply the Deny Acess Profile to all endpoints undergoing MAC RADIUS
authentication that are not already known to ClearPass—that is, are not in the endpoint repository.

Select Configuration->Enforcement-> Policies, click Add. On the Enforcement tab, type the name of policy as Pica8-MAC-
Auth-Policy and set the Default Profile to Deny Access Profile as shown below and click Next.

aruba ClearPass Policy Manager Menu =
-  Dashboard [ configuration = Enforcement s Policies » Add
[] Menttaring W Enforcement Policies
o cvtain BN ... RS
€3 Serviea Templates B Wizards
Nama; IP!HU-M'\:-.\UII:-Fu ey I

£3 Services
1 S Authentication Desgeriptian: rxcas-m,m-.n_m_xq

&l tdantity

p
Si s Sigr-0n {550 - = - -
‘:’L'rg'l’u igr-0n {S50) Enforcemens Tyae: © RADIUS O TACACS+ () WEBALTH (SNMP/Agent/CLL/Cak) © Apalication  Event
£ Local Usors

£ Endpoints Default Profla: 2] Viaw Datalls | Agd Mew Enforcamant Frofil
£ Static Host Lisks
{3 Rales
{3 Role Mappings
+ HF Posture

£ Enforcement
o] olicie<}
£3 Prafiles

4 Network
3 Dewicas
£ Devica Groups
£ Prowy Targets
{3 Event Sources

£3 Natwork Scan

£3 Policy Simulation \

€ Back to Enforeement Policies | hext —+ [l gave W Cancel |
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On the Rules tab, click Add Rule and add the rule shown. Enter the rules as shown below (includes previously configured rules
for IP Phones and loT devices) and Click Save.

arvba ClearPass Policy Manager Menu =
Dashboard Configuration » Enforcement » Policies » Edit - Pica8-MAC-Auth-Policy

[Z] Monitoring Enforcement Policies - Pica8-MAC-Auth-Policy

e i =)
W Summary Enforcement

£ Service Templates & Wizards

Rules Evaluation Algorithm: @ Select first match O Select all matches

1} Services

S Authentication Enforcement Policy Rules:
£3 Methods Conditions Actions
{3 Sources 1.| (Authentication:Source FQL IP Phones) Pica8-Voice-Vlan

L Identity 2.| (Authentication:Source EQUALS IoT device) SE-LAB-VLAN, Pica8-Dynamic-ACL
{3} Single Sign-0n (SSO) 3.. (Authentication:MacAuth £QUALS KnownClient) SE-LAB-VLAN, Pica8-Dynamic-ACL
1¥ Local Users 4.| (Authentication:MacAuth F0QUALS UnknownClient) Guest_Access_Portal_Profile

42 Endpoints Co ) ‘ AL ‘

1} Static Host Lists
4 Roles
1 Role Mappings

- 1 Posture

‘:
o B

{2 Profiles
- ~# Network

£ Devices
12 Device Groups
A3 Eroxy Trgets < Back to Enforcement Policies m m

4. Configure the MAC Radius authentication service.

Pica8-MAB is a simple service for handling unknown client types only. We will create a new Radius Mac Authentication
service that will handle both known and unknown client types.

ClearPass Policy Manager e —
Dashboard Configuration » Services
[Z] Monitoring Services 4 Add
~ - & Import
|, Configuration @ & Export All
1 Service Templates & Wizards This page shows the current list and order of services that ClearPass follows during authentication and authorization.
a
& Authentication Filter: [ Name v|(contains ~/|( IR Go | Ciear Filter Show records
2 Identity

Template Status v

£ Single Sign-0On (SS0)

4% Local Users il o 7z Pica8-MAB RADIUS MAC Authentication [}
£ Endpoints 2. [ 0 8 PicaB-Dotlx RADIUS 802.1X Wired &
£ Static Host Lists 3. | 0O 11 Guest_Web_Auth_Service WEBAUTH Web-based Authentication o
{2 Roles 4, l 0 1 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement (=]
m n"f.ime Mappings 5. | 0 2 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) [}
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Select Configuration -> Services, click Add. On the Service tab, fill out the fields as shown below.

aruba ClearPass Policy Manager

Dashboard [] Configuration » Services » Edit - PicaB-MAB
[l Wonkoring 4 Services - Pica8-MAB

e )
. ) Summary EE Authentication Authorization Roles Enforcement
1) Service Templates & Wizards =
o Servi:esl Name: IF'maB—MAB I |
& Authentication Description: -based Authentication Service
- Q Identity y
4 Single Sign-On (S50)
£3 Local Users Type: MAC Authentication
£ Endpoints Status: Enabled
1} Static Host Lists Monitor Mode: [ Enable to monitor network access without enforcement
1} Rales More Options: -/ authorization [ Audit End-hosts (] Profile Endpoints L] Accounting Proxy
£} Role Mappings
Fﬁ o Service Rule
5 sture
- # Enforcement Matches () ANY or ® ALL of the following conditions:
£ Policies e
& Profiles 1. Radus:IETF NAS-Port-Type EQUALS Ethernet (15) B ow
4. Network 2.  Radius:IETF Service-Type EQUALS Call-Check (10} B 1w
43 Devices 3. | Radius:IETF NAS-IP-Address EXISTS B @
43 Device Groups 4. | Radius:IETF Framed-MTU EXISTS B o
P Target:
43 Proxy Targets 5. | Radius:IETF Called-Station-Id EXISTS BT
£} Event Sources
£ Network Scan 6.  Radius:IETF Calling-Station-Id EXISTS = o7
£ Policy Simulation 7. | Radius:IETF NAS-Port EXISTS B#
) Radius:IFTF User-Name. EXISTIS Bx W
¢ Back to Services | Disable | [ seve I Cancel |
o __________J}

On the Authentication tab, set Authentication Sources as shown below. It includes all Authentication sources for MAB namely

IP Phone devices, loT devices and contractor devices.

Dashboard [] Configuration » Services » Edit - Pica8-MAB
[z] Monitoring M Services - Pica8-MAB

DOO Configuration C}

Summary Service Authentication Authorization Roles Enforcement

£ Service Templates & Wizards
oEmT
& Authentication
£ Methods
£ Sources
Q Identity
£} Single Sign-On (SS0)
£} Local Users
£ Endpoints
£ Static Host Lists
£ Roles
£ Role Mappings
i Posture
$# Enforcement
¥ Policies
£ Profiles
4. Network
1} Devices
£ Device Groups
£ Proxy Targets

4T Administration o

Authentication Methods: L [Allow All MAC AUTH]

[~-Select to Add-- v]

[Endpoints Repository] [Local SQL DB]
IP Phones [Static Host List]
loT device [Static Host List]

| Authentication Sources:

| -Select to Add-- ]

Strip Username Rules:

£ Back to Services

(J Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Add New Authentication Metho

Add New Authentication Sourc

[oisae [ copy I seve J Carce ]

On the Enforcement tab, set Enforcement Policy to Pica8-MAC-Auth-Policy. It includes rules 3 and 4 shown below for Central
Web Authentication (CWA) and rule 1 for IP Phone devices and rule 2 for loT devices. Click Save.
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aruba ClearPass Policy Manager Menu =—
Dashboard [ Configuration » Services » Edit - Pica8-MAB
[ Monitoring i Services - Pica8-MAB
©  Summary Service Authentication Authorization Roles m
£} Service Templates & Wizards . = 5
I Use Cached Results: () Use cached Roles and Posture attributes from previous sessions
& Authentication Enforcement Policy: | Pica8-MAC-Auth-Policy ] Add New Enforcement Polic
1) Methods Enforcement Policy Details
£ Sources 5 Boors
Q Identity escription:
£3 Single Sign-On (SSO) Default Profile: [Deny Access Profile]
£} Local Users Rules Evaluation Algorithm: first-applicable
£ Endpoints Conditions Enforcement Profiles
{3 Static Host Lists . n .
£ Roles 1. (Authentication:Source ! 1P Phones) Pica8-Voice-Vian
£ Role Mappings 2. (Authentication:Source £0! 10T device) SE-LAB-VLAN, Pica8-Dynamic-ACL
+ 1 Posture 3. (Authentication:MacAuth LS KnownClient) SE-LAB-VLAN, Pica8-Dynamic-ACL
$ Enforcement 4. (Authentication:MacAuth £« 5 UnknownClient) Guest_Access_Portal_Profile
£} Policies
{3 Profiles
4« Network
£ Devices
£ Device Groups
e ¢ Back to Services [ savo Jf Cancol |

5. Configure the Central Web Authentication enforcement profile.

This profile is configured as a RADIUS Change of Authorization (CoA) profile. It tells Aruba ClearPass to send a RADIUS CoA
to the switch.

Select Configuration->Enforcement->Profiles, click Add to add a new profile as Pica8-CoA-Bounce-Port as shown below.
Select template Radius Dynamic Authorization and select PICOS-Switches Devices Group List.

arvba

1} Posture Policies

£ Audit Servars

£ Agentiess OnGuard
;

5 Policies
- Netwan

3 Devices
£ Device Groups
Lx Prosy Targets
5 Event Sources
£ Nutwark Sean

ClearPass Policy Manager

L i The system is running an low diss space, Check the System Monitor page ta vew te avaiable disk space

Configuration » Enfarcamant = Profiles » Edit Enfarcsmant Profile - Picadl-CoA-Bounce- Part

j connauration] “ Enforcement Profiles - Pica8-CoA-Bounce-Port
3 Service Templates & Wizards P—
- Attributes
s Serviess | peoni |
=1 S Authentication Name: Picall-God-Bounse-Fart I
£t Mathods Deseription:
£ Sourees
SEeRLTITE - =
£ Single Sign-On (S50} ¥pe RADIVS_Cat
s Locsi Users e hecest O Reject O Drop
£} Endpaints Device Group List: Add New Device Grou|
7 Static Host Lists
{3 Roles
{3 Rale Mapgings
AP Posture --Sunet- B

¢ Back to Enforcement Praofiles

On the Attributes tab, enter the attributes as shown below and click Save.
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& The system is running on low disk spate. ChecX the Systen Menitar 2age bo view the availabie disk space.
Configuration » Enforcernent » Profiles » Edit Enforcernent Profile - PicaB-Cof-Bounce-Part

“ Enforcement Profiles -|Pica&-CoA-Bounce-Port

fpService Templates B 'Witards | e
{3 Hervices
£ Authentication
5 Methads 1) Radius:IETF Calling-Station-Td
13 Sources 2| Redius:Picad PicaR-AVPair
L 1dertity 3 i
43 Sirgle Sign-0n (S50}
£ Local Uses
i Endpoints
1} Static Host Lists
£ Roles
{5 Role Mapnings
- HH Posture
i3 Posture Folicies
i Audit Servers

4 Agentless OnGuard
- #Entorzement |

£: Policies

% {Aadius: IETF: Callng-Station-Ia}
command = pisal-bounce-host-port

- - Network
1 Devices
{3 Devize Graups
£ Prowy Tarpets.
i3 Event Saurces

£ Network Sean < Back to Enforcement Prafiles HZvd i Een

6. Configure the Web authentication enforcement policy.

This policy takes effect after the guest is redirected to the Aruba ClearPass Guest and ClearPass Guest authenticates the
guest. It tells Aruba ClearPass to add the endpoint to the endpoint repository and marks its status as a known client. It also
sends the Pica8-CoA-Bounce-Port COA message to the port.

Select Configuration->Enforcement->Policies, click Add. On the Enforcement tab, type the name of the policy as Guest_
Auth_Enforcement_Policy and set Default Profile to [Post Authentication][Update Endpoint Known]. This is a predefined
profile that results in the endpoint being added as a known endpoint in the endpoint repository.

aruba ClearPass Policy Manager Menuy ==

Configuration » Enforcement = Folicies = fdd

i Enforcement Policies

e " I o

{3 Service Templates & Wizards

Namae: | Suest funn Enforzemant Pl I
& Services uest futn Erorzeme o

+ =5 Authentication Ceescripticer:
- & Tdentity
4z 5ingle Sign-On [350)
o4 Local Users
4% Endpaints
o4 Static Hast Lists
43 Rolas
3 Role Mapaings
o i posture
& Enfarcement.
LedFoicies)
L3 Prafiles
= merwark
£ Devices
£1 Davics Groups
1 Pravey Tarpets
£ Event Sources
£3 Negwork Scan
£3 Posicy Simulation

LY r

Enfrcement Type:

Cafault Frafia;

B WEBALITH [SANMP/Agent/CLICA) Agplicatan Evens

[T [ el < || View Datalls Add Mew Enfarcament Prafil)

£ Back te Palicies Mext . Bave Caneal

On the Rules tab, click Add Rule and add the rule shown below.

This rule tells Aruba ClearPass to apply the Pica8-CoA-Bounce-Port enforcement profile to any endpoint. Click Save as shown
below.
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L] & The system is renning an law disk space, Check the System Manizer page to view the avalasle disk space,
E:] Manitorng {4 Configuration » Enforcement » Policies » Edit - Guest_Auth_Enforcement_Policy

fjEntu=stivey| © Enforcement Policies - Guest_Auth_Enforcement_Policy

£} Service Templates & Wizards Summary ERToreamenE m

arvba ClearPass Policy Manager Meny —

{3 Services
S Authenticazon Rules Evalustion Algorthm: ) Select first match @ Select all matches
£3 Methods Enforcerment Policy Rules:
£} Sources ‘Conditions Actions
& Identity 1. (Tips:Roke E00 [Uipdate Endpoint Known], Pical-CoA-Bounce-Part
£x Single Sign-On (S50) -
£} Local Users m
£3 Endpaints
{3 Static Host Lists
3 Roles
{1 Role Mappings
FF Pasturs
3 Pasture Policies
£ Audit Servers
s OnGuard

£ Prafiles
£ Newwork
13 Deviees

£ Device Groups
43 Praxy Targess
13 Event Sources

7. Configure the Web-based authentication service.

Select Configuration -> Services, click Add. On the Service tab, fill out the fields as shown below. Select Web-based

{3 Network Scan 4 Back to Enforcement Policies M

Authentication service type. It allows Web-based authentication requests from any client. Fill our Service Name as Guest_

Web_Auth_Service.

L] cConfiguration » Servicas » Add

i Services

aruba ClearPass Palicy Manager Menu =

{3 Event Saurces
£ Metwark Scan
£ Policy Simulation

On the Authentication tab, set Authentication Sources to [Guest User Repository][Local SQL DB] as shown below.

o Sl scrvice | Roles Summary
{3 Service Tamplates & Wirsrds
= :
= B RaTRenbcation Harme: Fes&_u-‘ew.:.l\_scn-i:e |
& Tdantity Daseription!
3 Single Sign-0n (350)
£ Local Users |
£ Endpoints Moritor Made: Ensble to maniter natwark assess withaut enforcement
23 Static Host Lists More Optiats: Autharzation | Posture Compliance
13 Rodes Sarvice Rule
43 Rala Mappings Matches ' ANY or @ AL of the following cord tons:
8 Posture Nama Oparator Valua
# Erforcement =
CheckType MATCHES_ANT Authenticatien w
L3 Policies
3 Prafiles
4 Metwork
3 Devizes
£ Davice Groups
£ Praxy Tasgets

< Back o services = O
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arvba

" | Dashboard o
[= Manitoring o
|, Configuration @
£} Service Tamplates & Wizards
P e
e M Authersication
= Identity
{3 Single Sign-On (550}
£z Local Users
¥ Endpuints
{3 Static Hast Lists
£3 Roles
3 Rale Mapaings
) M Pastuse
— # Enforcement
£ Palicies
{3 Profiles
e Natwork
£3 Devicas
{3 Device Graups
{2 Prowy Tarpets
{3 Event Searces
£3 Matwnrk Scan
13 Palicy Simulagan

ClearPass Policy Manager Menu =

Configuration » Services = Add

Services

Service Authentication | Roles Entorcement Summary
Authentication Sources:
[ ———

Add Mew Authentication Saurcy

Medify
| --BrHecrto Ao B

Stria Username Rules: | Enatle to specify 8 comma-separated list of rules to trip username prefioes or sulfices

4 Back to Services Hext — Save Cancel

On the Enforcement tab, set Enforcement Policy to Guest_Auth_Enforcement_Policy. Click Save.

Dashboard [}
=] Momitaring o
[, Contiguration @

{3 Service Templates & Wirarts
tw Services]
S sutherzication
3 Metneds
3 B0UNes
o [dentity
£ Single Sign-0r (S50)
i Local Usars
3 Endpaints
£ Static Host Usts
i3 Rolas
xRl Mapaings
H posture
3 Pasture Polices
o3 Audit Servers
£ Apendess OnGuerd
# Fatarsement
53 Palicias
£3 Prafilas
- Neswork
£ Devices
£ Device Graups
a3 Prowy Targats
£3Event Sources
{3 Network Sea

i Adenbnlstration °

& The syster = running en low disk space. Chack the System Maritor page b view the svailaale disk ssce.
Configuration » Services » Edit - Guest_Web_Auth_Service

Services - Guest_Web_Auth_Service

Summary _sone_ usnantcaion_soios_[[ S

Use Cached Results:
Enforcament Palicy:

Usie cached Aol

asture attributes from previcus sessisns

Y v, |

Add New Enforcement Palig

Enfarcement Policy Details
Doescriphicn:
Oefault Profile:

[Update Endpoint dnown]
Rules Evalugtion Algodthm: eveluate-all

Conditions Enfarcemant Profiles

[Undate Endpaint Known], Picab-CoA-Bouno-Part

4 Back to Sarvicas

i

Verifying the NAC Configuration

Following verification steps are done when guest laptop is connected to port ge-1/1/7.

On the PicOS switch run the following CLI to verify the authentication after guest laptop is connected to port ge-1/1/7.

admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/7

Interface ge-1/1/7:

Client MAC
Status

: 10:9a:dd:43:06:02
: unauthorized
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At the beginning you will see guest user laptop is unauthorized.

Then guest user types in https://www.example.com in the Browser running in the laptop.

You can see Guest Registration portal URL is presented to the Endpoint Browser. On the PicOS switch run the following CLI to
verify.

admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/7
Interface ge-1/1/7:

Client MAC : 10:9a:dd:43:06:02
Status : unauthorized
Redirect URL : https://www.clearpass.com/guest/weblogin.

php/2?2&mac=10:9a:dd:43:06:02

During this time Block vlan 20 is assigned to port ge-1/1/7. You can check using the following command in PicOS switch.

admin@P8-Access—-BR-1-SW-2# run show vlans

VLANID VLAN Name Tag Interfaces

1 default untagged ge-1/1/1, xe-1/1/1, te-1/1/1, xe-1/1/2, te-1/1/2
ge-1/1/2, te-1/1/3, te-1/1/4, ge-1/1/4, ge-1/1/5
ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9, ge-1/1/10
ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14, ge-1/1/15
ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19, ge-1/1/20
ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24, ge-1/1/25
ge-1/1/26, ge-1/1/27, ge-1/1/28, ge-1/1/29, ge-1/1/30
ge-1/1/31, ge-1/1/32, ge-1/1/33, ge-1/1/34, ge-1/1/35
ge-1/1/36, ge-1/1/37, ge-1/1/38, ge-1/1/39, ge-1/1/40
ge-1/1/41, ge-1/1/42, ge-1/1/43, ge-1/1/44, ge-1/1/45
ge-1/1/46, ge-1/1/47, ge-1/1/48

tagged
10 default untagged ge-1/1/3, ge-1/1/6
tagged
20 VLAN20 untagged ge-1/1/5, ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9
ge-1/1/10, ge-1/1/11, ge-1/1/12, ge-1/1/13, ge-1/1/14
ge-1/1/15, ge-1/1/16, ge-1/1/17, ge-1/1/18, ge-1/1/19
ge-1/1/20, ge-1/1/21, ge-1/1/22, ge-1/1/23, ge-1/1/24
ge-1/1/25, ge-1/1/26, ge-1/1/27, ge-1/1/28, ge-1/1/29
ge-1/1/30, ge-1/1/31, ge-1/1/32, ge-1/1/33, ge-1/1/34
ge-1/1/35, ge-1/1/36, ge-1/1/37, ge-1/1/38, ge-1/1/39
ge-1/1/40, ge-1/1/41, ge-1/1/42, ge-1/1/43, ge-1/1/44
ge-1/1/45, ge-1/1/46, ge-1/1/47, ge-1/1/48
tagged
40 VLAN40 untagged
tagged
800 default untagged
Tagged
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On the endpoint, Guest is redirected to the Guest Registration portal as shown below. Guest enters the credentials to login to

the Guest Portal.

‘ Contact a
" 1

0
Q) Instant

8 clearpass.com

Galleria

Username:
jsmith@pica8.com

Password:

difficulty logging in.

aruba

staff member if you are experiencing

(<]

) Galleria Wi-Fi | Login

Please login to the network using your username and

'.'\'
&

On the ClearPass Policy Manager Ul, click Monitoring -> Access Tracker and click on the request entry to see the details as

shown below.

aruba
Dashboard

() Monitoring |
[ Live

Accounting
& onGuard Activity
Analysis & Trending
m System Monitor

|44 Profiler and Network Scan
Endpoint Profiler
B Network Scan Results
& piscovered Devices

& audit Viewer

& Event Viewer

& Data Filters

& Blacklisted Users

».. Configuration

- Administration

o

ClearPass Policy Manager

Monitoring » Live Monitoring » Access Tracker

Access Tracker Mar 11, 2022 14:16:59 PST

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

Menu e

i
@ Auto Refresh

| 7 [All Requests] § €1000 (192.168.42.110) #.5" Last 3 days before Today m
Filter: [ Host MAC Address | contains v|( ) = ER Show [1000 v| records

Username

Service | Login Status

Request Timestamp v

1. 192.168.42.110 RADIUS 10:9a:dd:43:06:02 Pica8-MAB ACCEPT 2022/03/11 14:13:48
2, 192.168.42.110 WEBAUTH jsmith@pica8.com Guest_Web_Auth_Service ACCEPT 2022/03/11 14:13:35
3. 192.168.42.110 RADIUS 10:9a:dd:43:06:02 Pica8-MAB ACCEPT 2022/03/11 14:10:57
4, 192.168.42.110 RADIUS 10:9a:dd:43:06:02 Pica8-MAB ACCEPT 2022/03/11 14:03:57
5. 192.168.42.110 RADIUS 38:17:c3:c0:a1:68 Pica8-MAB ACCEPT 2022/03/09 13:27:22
6. 192.168.42.110 RADIUS 38:17:c3:c0:a1:68 Pica8-MAB ACCEPT 2022/03/09 12:01:42
7. 192.168.42.110 RADIUS 38:17:c3:c0:21:68 Pica8-MAB ACCEPT 2022/03/09 11:49:22
8. 192.168.42.110 RADIUS 38:17:¢3:c0:a1:68 Pica8-MAB ACCEPT 2022/03/09 11:42:22
9. 192.168.42.110 RADIUS 38: :al:68 Pica8-MAB ACCEPT 2022/03/09 11:36:54
10. |192.168.42.110 RADIUS 00:c1:b1:e5:0a:f6 Pica8-MAB ACCEPT 2022/03/09 10:48:29
11. |192.168.42.110 RADIUS 00:c1:bl:e5:0a:f6 Pica8-MAB ACCEPT 2022/03/09 10:46:54

© Copyright 2020 Hewlett Packard Enterprise Development LP

Mar 11, 2022 14:17:28 PST _

ClearPass Policy Manager 6.8.6.120352 on C1000 platfor

In ClearPass Policy Manager double click on second log to see the details of Guest_Web_auth_Service as shown below:
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Request Details L

Output

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device [P/Port:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

14 < Showing 2 of 1-4 records » » [ Lr i Show Configuration Show Logs

ACCEPT
W00000001-01-622bc98c
Mar 11, 2022 14:13:35 PST

[10%adda30602 |

jsmith@pica8.co

UNKNOWN (100)

Policies Used -
Guest_Web_Auth_Service
Not applicable
[Guest User Repository]
[Guest User Repository]
[Guest], [User Authenticated]

[Update Endpoint Knownl, |Pica8-CoA-Bounce-Po

After Guest is successfully authorized, run the following CLI on the switch to verify. Here you can see VLAN 10 and mac_auth_
policy_1 ACL are dynamically assigned to ge-1/1/7 port.

admin@pP8-Access-BR-1-SW-2# run show dotlx interface gigabit-ethernet ge-1/1/7

Interface ge-1/1/7:

Client MAC

Status

Success Auth Method
Last Success Time

Traffic Class
Dynamic VLAN ID
Dynamic Filter Name

: 10:9a:dd:43:06:02

: authorized

: MAB

: Fri Mar 11 14:20:17 2022
Other

: 10 (active)

: mac_auth policy 1 (active)

In ClearPass Policy Manager double click on second log to see the details of Pica8_MAB as shown below:
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Request Details o

Login Status: ACCEPT

Session Identifier: RO0000016-01-622bc95c

Date and Time: Mar 11, 2022 14:13:48 PST

End-Host Identifier: 10-9A-DD-43-06-02

Username: 10:9a:dd:43:06:02

Access Device IP/Port: 192.168.42.170:7 (P8-Access-BR-1-5W-2 / Pica8)
Access Device Name: P8-Access-BR-1-SW-2

Systermn Posture Status: UNKNOWN (100)

Policies Used -

Service: Pica8-MAB

Authentication Method: MAC-AUTH

Authentication Source: Local:localhost

Authorization Source: [Endpoints Repository]

Roles: [User Authenticated]

Enforcernent Profiles: SE-LAB-VLAN, PicaB-Dynarmic-ACL

|4 < Showing 1 of 1-4 records » »i Show Configuration il Export |

Based on the Authentication Success Settings in the Self-Registered Guest Portal, guest’s laptop browser displays https://
www.pica8.com/ page. After this guest will be able to access the Internet.

eee M < 0 & picaticom G+ ©

Q) rstan v

Hardware shortage? Open networking relief avoids year-long delays CONTACT US TODAY

PICAg Solutions  Products Support Partners  Resources  Company m Q
Networking Isn
Hard, It's Software

WATCH VIDEO

Now guest laptop has network access to access the Internet. From the Guest Mac laptop browser make sure you are able to
reach www.example.com.
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Troubleshooting

This section lists recommended commands for troubleshooting the NAC feature.

Check Whether the ClearPass Server is Reachable from the PicOS Switch

Verify reachability between ClearPass server and PicOS switch by using the following CLI command:

admin@pP8-Access-BR-1-SW-2# run show dotlx server
Server-IP Status Priority Retry-Interval Retry-Num Detect-Interval
Detect-Num

192.168.42.110 active von 1 Sec(s) 3 5 Sec(s)

Check the NAC Authentication Status of all Ports

Check NAC authentication status for all ports using the following command.

admin@P8-Access-BR-1-SW-2> show dotlx interface
Interface 802.1x MAC-RADIUS WEB HOST-MODE CLIENT-MAC CLIENT-STATUS

<output suppressed>

ge-1/1/5 enable enable enable multiple  00:cl:bl:e5:0a:f6 authorized
80:e8:2c:b9:28:db authorized

ge-1/1/6 enable enable enable multiple 38:17:c3:c0:al:68 authorized

ge-1/1/7 enable enable enable multiple

ge-1/1/8 enable enable enable multiple

ge-1/1/9 enable enable enable multiple

Check the NAC Configuration

To list NAC configuration use the following command.

admin@P8-Access-BR-1-SW-2# show all protocols dotlx | display set
<output suppressed>

set protocols dotlx interface ge-1/1/5 host-mode “multiple”

set protocols dotlx interface ge-1/1/5 auth-mode 802.1x

set protocols dotlx interface ge-1/1/5 auth-mode mac-radius

set protocols dotlx interface ge-1/1/5 auth-mode web

set protocols dotlx interface ge-1/1/5 recovery-timeout 3600

set protocols dotlx interface ge-1/1/5 session-timeout 3600

set protocols dotlx interface ge-1/1/6 host-mode “multiple”

set protocols dotlx interface ge-1/1/6 auth-mode 802.1x

set protocols dotlx interface ge-1/1/6 auth-mode mac-radius

set protocols dotlx interface ge-1/1/6 auth-mode web

set protocols dotlx interface ge-1/1/6 recovery-timeout 3600

set protocols dotlx interface ge-1/1/6 session-timeout 3600

set protocols dotlx interface ge-1/1/7 host-mode “multiple”

Consecutive-
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set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols

set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols

192.168.42.

set protocols
set protocols
set protocols

192.168.42.

set protocols
set protocols
set protocols

192.168.42.

set
set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

interface
interface
interface
interface
interface
interface

ge-1/1/7
ge-1/1/7
ge-1/1/7
ge-1/1/7
ge-1/1/7
ge-1/1/8

block-VLAN-id 20

auth-mode 802.1x
auth-mode mac-ra
auth-mode web
recovery-timeout
session-timeout

dius

3600
3600

host-mode “multiple”
session-timeout 36000

aaa radius authentication
“cG17YThwaWNhOA=="

aaa
aaa
aaa
aaa
aaa
aaa

radius
radius
radius
radius
radius
radius

authentication
authentication
authentication
authentication
dynamic-author
nas-ip 192.168.

server-ip 192.168.

192.168.
192.168.

server-ip
server-ip
server-ip 192.168.
server-ip 192.168.
client 192.168.42.
42.170

42.

42.
42.
42.
42.

110 shared-key

1110 retry-interval 1

110 retry-num 3

110 detect-interval 5

110 consecutive-detect-num 3

110 shared-key “cGljYThwaWNhOA=="

filter
filter
filter

170/32

dotlx
dotlx
dotlx
0/24

dotlx
dotlx
dotlx

filter
filter
filter

filter
filter
filter

110/32

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx

filter
filter
filter
filter
filter
filter

mac_auth policy 1 description “”

mac_auth policy 1
mac_auth policy 1

mac_auth policy 1
mac_auth policy 1
mac_auth policy 1

mac_auth policy 1
mac_auth policy 1
mac_auth policy 1

mac_auth policy 1
mac_auth policy 1
mac_auth policy 1
mac_auth policy 2
mac_auth policy 2
mac_auth policy 2

sequence

4 description “”

sequence 4 from destination-address-ipv4

sequence
sequence
sequence

sequence
sequence
sequence

sequence
sequence
sequence

4 then action
5 description “”

“forward”

5 from destination-address-ipv4

5 then action
6 description “”

“discard”

6 from destination-address-ipv4

6 then action
999 description
999 then action

un

description “”

sequence
sequence

“r

999 description
999 then action

traceoptions flag configuration disable false

Check VLANSs to Verify Dynamic VLANs Assignment to a Port

Check VLANs dynamically assigned for access ports using the following command.

admin@pP8-Access-BR-1-SW-2# run show vlans
VLANID VLAN Name

1 default

Tag

untagged

Interfaces

“forward”

“forward”

“forward”

ge-1/1/1, xe-1/1/1, te-1/1/1, xe-1/1/2, te-1/1/2

ge-1/1/2, te-1/1/3, te-1/1/4, ge-1/1/4, ge-1/1/5
ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9, ge-1/1/10

ge-1/1/11,
ge-1/1/16,
ge-1/1/21,
ge-1/1/26,
ge-1/1/31,
ge-1/1/36,
ge-1/1/41,

ge-
ge-
ge-
ge-
ge-
ge-
ge-

1/1/12,
1/1/17,
1/1/22,
1/1/27,
1/1/32,
1/1/37,
1/1/42,

ge-1/1/13,
ge-1/1/18,
ge-1/1/23,
ge-1/1/28,
ge-1/1/33,
ge-1/1/38,
ge-1/1/43,

ge-1/1/14,
ge-1/1/19,
ge-1/1/24,
ge-1/1/29,
ge-1/1/34,
ge-1/1/39,
ge-1/1/44,

ge-1/1/15
ge-1/1/20
ge-1/1/25
ge-1/1/30
ge-1/1/35
ge-1/1/40
ge-1/1/45

49



PICA g

10

20

40

800

default

VLANZ20

VLAN40

default

tagged

untagged
tagged

untagged

tagged

untagged
tagged

untagged
tagged

Check Dynamic ACL Rules

ge-1/1/46, ge-1/1/47, ge-1/1/48

ge-1/1/3, ge-1/1/5, ge-1/1/6

ge-1/1/5, ge-1/1/6, ge-1/1/7, ge-1/1/8, ge-1/1/9

ge-1/1/10, ge-1/1/11, ge-1/1/12,
ge-1/1/15, ge-1/1/16, ge-1/1/17,
ge-1/1/20, ge-1/1/21, ge-1/1/22,
ge-1/1/25, ge-1/1/26, ge-1/1/27,
ge-1/1/30, ge-1/1/31, ge-1/1/32,
ge-1/1/35, ge-1/1/36, ge-1/1/37,
ge-1/1/40, ge-1/1/41, ge-1/1/42,
ge-1/1/45, ge-1/1/46, ge-1/1/47,

ge-1/1/5

Check dynamic ACL rules and counters using the following command.

admin@pP8-Access—-BR-1-SW-2> show dotlx dynamic filter

Filter: mac_auth policy 1

Description

Sequence
Description
Match counter
Match Condition
Action

Sequence
Description
Match counter
Match Condition
Action

Sequence
Description
Match counter
Match Condition
Action

Sequence
Description
Match counter

: 0 packets
: Destination IPv4Net :
: Forward

: 0 packets
: Destination IPv4Net :
: Discard

: 0 packets
: Destination IPv4Net :
: Forward

: 0 packets

ge-1/1/13,
ge-1/1/18,
ge-1/1/23,
ge-1/1/28,
ge-1/1/33,
ge-1/1/38,
ge-1/1/43,
ge-1/1/48

ge-1/1/14
ge-1/1/19
ge-1/1/24
ge-1/1/29
ge-1/1/34
ge-1/1/39
ge-1/1/44
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Match Condition :
Action : Forward

Filter: mac_auth policy 2

Description

Sequence : 999

Description

Match counter : 184547 packets

Match Condition :

Action : Forward

Applied Clients : ge-1/1/5 80:e8:2c:b9:28:db

Check Downloadable ACL Rules

Check downloadable ACL rules and counters using the following command.

admin@P8-Access-BR-1-SW-2> show dotlx downloadable filter

Downloadable Filter Name : mac_auth policy 3

Applied Interface : ge-1/1/6

Applied Client MAC : 38:17:c3:c0:al1:68

Downloadable Filter Rule : sequence 1 from destination-address-ipv4 192.168.42.71/32

sequence 1 then action forward
sequence 2 from destination-address-ipv4 192.168.42.1/32
sequence 2 then action forward
sequence 3 from destination-address-ipv4 192.168.42.110/32
sequence 3 then action forward
sequence 4 from destination-address-ipv4 192.168.42.94/32
sequence 4 then action forward
sequence 5 from destination-address-ipv4 192.168.42.108/32
sequence 5 then action forward
sequence 6 from destination-address-ipv4 192.168.42.0/24
sequence 6 then action discard
sequence 7 then action forward
Downloadable Rule Counter: sequence 1 match counter: 1 packets
sequence 2 match counter: 0 packets
sequence 3 match counter: 0 packets
sequence 4 match counter: 0 packets
sequence 5 match counter: 0 packets
sequence 6 match counter: 0 packets
sequence 7 match counter: 903 packets

Check Trace Logs for Radius

First enable Trace Logs for RADIUS module using the following command:
set protocols dot1x traceoptions flag all disable false

Check the Trace Logs for Radius by using the following PicOS command:

admin@P8-Access-BR-1-SW-2# run show log last-rows 100 | match DOTI1x
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Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

local0.debug :

Dmac:80:e8:2c:b9:28:db,Smac:18:5a:58:1d:9c:21

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2
2c:b9:28:db
Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

local0.debug :

locall.debug :

Dmac:80:e8:2c:b9:28:db,Smac:18:5a:58:1d:9c:21

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2
mac:80:e8:2c:b9:28:db
Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

local0.debug :

local0.debug :

rule,ifname:ge-1/1/5 mac 80:e8:2c:b9:28:db

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2
mac:80:e8:2c:b9:28:db

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2
mac:80:e8:2c:b9:28:db

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

Oct 26 2021 15:38:04 P8-Access-BR-1-SW-2

local0.debug :

local0.debug :
local0.debug :
local0.debug :

locall.debug :
locall.debug :

cb,ifname:ge-1/1/5 VLAN:10 tid:61377169

Oct 26 2021
Oct 26 2021

15:38:04 P8-Access-BR-1-SW-2

15:38:04 P8-Access-BR-1-SW-2
dynamic, learn event

Oct 26 2021 15:38:20 P8-Access-BR-1-SW-2
58:1d:9c:21

Oct 26 2021 15:39:00 P8-Access-BR-1-SW-2

Oct 26 2021 15:39:00 P8-Access-BR-1-SW-2

Oct 26 2021 15:46:49 P8-Access-BR-1-SW-2
dynamic, age event

Oct 26 2021 15:46:49 P8-Access-BR-1-SW-2
dynamic, age event

Oct 26 2021 15:58:24 P8-Access-BR-1-SW-2
dynamic, learn event

Reference

PicOS

local0.debug :
locall.debug :

local0.debug :
local0.debug :
local0.debug :
local0.debug :

locall.debug :

local0.debug :

The following are reference materials related to PicOS:

* PicOS version 4.1.3 NAC Configuration Guide

ClearPass

The following lists reference materials related to ClearPass:

* 6.8 ClearPass Getting Started Guide
* 6.8 ClearPass Deployment Guide

PicOS NAC Integration with Aruba ClearPass Policy Manager | March 2022

[dotlx]
[dotlx]Dmac:01:80:c2:00:00:03,Smac:80:e8:
[dotlx]
[dotlx]send add smac VLAN port filter,
[dotlx]Add dynamic filter

[dotlx]send add filter,

[dotlx]rule action accept

[dotlx]rule flag 1, priority 31769

[dotlx]send add filter,

[dotlx]Get transaction id 61377169
[dotlx]Set hw port to dynamic VLAN

[dotlx]Free transaction id 61377169
[dotlx]Mac 80:e8:2c:b9:28:db,VLAN 10, type

[dotlx]Dmac:00:cl:bl:e5:0a:£6,Smac:18:5a:
[dotlx]Get transaction id 62186051
[dotlx]Free transaction id 62186051
[dotlx]Mac 00:cl:bl:e5:0a:f6,VLAN 1,type

[dotlx]Mac 80:e8:2c:b9:28:db,VLAN 1,type

[dotlx]Mac 38:17:c3:c0:al:68,VLAN 1,type
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