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ü How to design an enterprise network – from Access to Data Centers

ü When to consider network virtualization

ü How to build a virtual network

ü Which topologies work best for virtual networks
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What You Will Learn Today
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An Enterprise Network from Access to Data Centers

On-prem Access Network

On-prem access networks for users and IoT:

• Secured – gateway, firewall, Zero Trust, 
Network Access Control (NAC),  

• Flexible – assignments of users, deployment 
of applications, moving of IoT

Data Centers for applications and storages:

• Scalability – built with L3 fabric

• Secured – firewalled applications
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Major Consideration in Designing Enterprise Networks

§ How do I operate the network?
• Do I need to be on site most of the time?
• Do I need other team to connect the cables? 
• Do I make every line of configuration changes?

§ How to secure my access network?
• How to add users or remove users without creating network problems?
• How to create new organization without creating network problems?
• How to move people between organizations without creating network problems?

§ How do I scale my data center network?
• How to ensure the network is stable with hundreds of switches?
• How do I dynamically associate the applications together?
• How do I design the gateway and firewall to route the traffic?
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§ It is critical to separate Underlay from Overlay 
§ Underlay should be secured, scalable, and stable

• Built with L3 protocols
• OSPF or BGP for control protocols
• ECMP for redundancy and speed aggregation
• No VRRP for Gateway
• No MLAG

§ Overlay should be dynamic, secured, and minimized fault-zone 
• VTEP should be at the Underlay L2/L3 boundary, bridging the virtual L2 with the access L2
• L2/L3 Overlay is built on top of VTEP

Network Virtualization with EVPN
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Campus – From Access to Fabric
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Data Centers – from Top of Rack (ToR) to Fabric

§ Multi-chassis Link Aggregation (MLAG)

§ Multi-homing

§ Virtual Extensible LAN (VXLAN) 
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Data Center Network Virtualization (MLAG)
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Data Center Network Virtualization (Generic VXLAN)
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§ Separate the underlay and overlay
§ Underlay – stable and scalable

• A spine-leaf L3 network
• No shared L2 domains

§ Overlay - Flexible and Minimized Fault domain
• Changing the L2 network without touching the physical network
• Adding the security functions without bringing down the network

§ Build it with Open Network !!
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Designing a Modern Access Network
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Methodology
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Design
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EVPN Virtual Lab

16



Copyright © 2021 Pica8 Inc. All Rights Reserved.Copyright © 2023 Pica8 Inc. All Rights Reserved.

For additional comments or questions:

 info@pica8.com 
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Thank you for the discussion.
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Disclaimer

This document contains forward-looking statements regarding 
our future operations, product development, product 
capabilities, and availability dates. This information is subject 
to substantial uncertainties and is subject to change at any 
time without notice. Statements in this document reflect only 
our expectations and plans as of the date of this document 
and you should not unduly rely on them. Our actual results 
and our future expectations and plans may substantially differ 
for a number of reasons, including (among other things) 
changes in our product strategy resulting from technological 
advances, financing and corporate matters, or changes in our 
market. We do not guarantee or promise to deliver any 
product, software, functionality or features on time or at all, 
and you should make purchase decisions based upon 
products and features that are currently generally 
available.  We assume no obligation, and do not intend, to 
update forward-looking statements.


