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This paper outlines how Pica8’s OS (PicOS) running on a White Box SDN switch is used as a VXLAN Layer 2 Tunnel End
Point (VTEP) to interconnect physical and virtual networks by leveraging VMware NSX platform in both OpenStack and
non-OpenStack deployment.

Virtual eXtensible LAN (VXLAN) is a standard-based Layer 2 overlay technology, defined in RFC 7348. VXLAN provides
the same Ethernet Layer 2 network services as a VLAN, but with greater scalability, extensibility and flexibility. VXLAN
provides multi-tenancy across the data centers by extending Layer 2 segments over Layer 3 boundaries. With VXLAN, up
to 16M Layer 2 segments are possible in contrast to only 4K with a VLAN. VXLAN is suitable for large-scale deployments
when a 4K Layer 2 segment is not enough. VXLAN is also used as an overlay solution to extend Layer 2 segments over.
One of the common use cases of VXLAN are VM mobility across Layer 3, integration with OpenStack, and gateway

functionality between physical and logical networks.

VXLAN

VXLAN is an overlay technology. It uses UDP for transporting Layer 2 MAC frames; it is a MAC-in-UDP encapsulation
method. In VXLAN, the original Layer 2 frame is encapsulated inside an IP-UDP packet by adding VXLAN header as
illustrated in Figure 1.

Figure 1 VXLAN Packet Format
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VXLAN header is 8-bytes in length and consists of a 24-bit VXLAN network identifier (VNID) providing up to 16M Layer 2
segments.
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VXLAN Tunnel Endpoint (VTEP)

VXLAN uses VTEP to map end devices or tenants to VXLAN and perform both encapsulation and de-encapsulation
functions. VTEP consists of two interfaces —one for local LAN and one for IP interfaces to connect to other VTEPSs across
an IP network. The IP interface identifies the VTEP device with a unique IP address assigned to the interface. VTEP uses
IP interface to encapsulate Layer 2 frames and then transports the resulting encapsulated packet over the IP network.
Additionally, VTEP discovers the remote VTEPs for relevant VXLAN segments and learns remote MAC Address-to-VTEP
binding via the IP interface. The functional components of VTEPs and corresponding logical topology are illustrated in

Figure 2.

Figure 2 VTEP
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OpenStack

OpenStack is an open-source based cloud-computing platform that provides infrastructure as a service (laaS) solution via
a set of related services. In OpenStack, individual services provide APIs to enable integration. Figure 3 depicts an
OpenStack solution.

Figure 3 OpenStack
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VXLAN in OpenStack

OpenStack supports VXLAN through a set of Neutron plugins. One of the challenges of VXLAN is how to manage MAC-
VTEP Broadcast, Unknown unicast and Multicast (BUM) traffic. IP multicast is an easy solution for this problem. However,
not all networks support multicast. This problem can also be solved via replication node or via an SDN controller without
relying on multicast. VXLAN is the only viable option in an OpenStack deployment when 4K Layer 2 segments or tenant is

not adequate. VXLAN also provides Layer 2 overlays for OpenStack tenants and connects OpenStack Neutron (virtual)

networks to the physical world where servers and services are not virtualized.
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Using an SDN Controller to Manage the VXLAN Overlay Network

Native OpenStack with Neutron supports VXLAN overlay, without an SDN Controller, via the ML2 OVS agent. However,

the Neutron infrastructure is limited by:

e No hardware VTEP support
e No distributed routing or NAT support

To solve these limitations, a network controller that understands the network topology is needed. For example, set the
required tunnels; determine which logical network, represented by a VNI, a physical server should be mapped and to

which VTEP a specific MAC address should be forwarded. All these features are included in the SDN controller.
Hardware VTEP

VXLAN is typically used as an overlay on top of the IP fabric infrastructure with the virtual switch/hypervisor on the host
being the VXLAN VTEP. In typical data centers, however, not every machine is virtualized and uses a virtual switch. “Bare

metal” servers — not virtualized or physical machines — are common in most real data centers.

The solution is to develop Hardware VTEP capacities on physical switching devices that are to be connected to virtual
networks. Under the control of the SDN controller, VTEP maps physical ports and VLANs on those ports to logical
networks so that any physical device can participate in a given logical network; communicating with the virtual machines

that are also connected to that logical network.

VMware NSX SDN Controller

VMware NSX is a network virtualization platform providing network virtualization. In NSX, virtual networks are
programmatically provisioned and managed independent of underlying networking hardware similar to VM in computing.
NSX reproduces the entire software network environment and enables diverse network topology creation and provisioning

within seconds.
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Figure 4 VMware NSX
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Deploying VTEP Gateway with Pica8 and VMware NSX

Pica8 operating system, PicOS, smoothly integrates with the NSX infrastructure and provides the VTEP gateway for
terminating VXLAN tunnels from the NSX controller. PicOS running on the SDN white box switch acts as a VTEP gateway
and connects to NSX controller via OVSDB. As a result, VMware NSX controller becomes the central point of

management and control functions and provides seamless connectivity between virtual and physical worlds.
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Figure 5 PicOS VTEP Gateway Integration with VMware NSX
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Test Bed Configuration

The test bed consists of VMware NSX platforms and one SDN white box running PicOS as the VTEP gateway. PicOS
VTEP gateway integrates into the NSX Controller via OVSDB. This switch must support hardware based VXLAN
encapsulation at line rate (like the Broadcom TD Il ASIC or the Broadcom Tomahawk ASIC) to support VXLAN or VTEP
gateway functionality. VM1 and VM2 represent hosts of a tenant on 172.168.1/024 subnet. Moreover, Host represents a
physical node on the 172.168.1.0/24 subnet and connects to VLAN 100 of switch port Te-1/1/41. VXLAN tunnel is
established between NSX VTEP on hypervisor node and the Pica8 switch (i.e. SW) so that VM1 and VM2 have

connectivity with physical node (i.e. host). Figure 6 illustrates the setup.
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Figure 6 Pica8 NSX VTEP Gateway Test Bed
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Pica8 VTEP Gateway Configuration

1 edit enter configuration mode
2 set vlans vlan-id 1000 configure VLAN 1000
3 set vlans vlan-id 1000 I3-interface vlan-1000 configure Layer 3 interface for VLAN 1000

set interface gigabit-ethernet te-1/1/9 family ethernet-

4 switching native-vlan-id 1000 configure VLAN 1000 as untagged VLAN

5 set_ int_erface gigabit-ethernet te-1/1/31 family ethernet- add VLAN 1000 on Te-1/1/31
switching vlan members 100

6 set_ mt_erface glgab|t-e"thern"et te-1/1/31 family ethernet- configure Te-1/1/31 as trunk interface
switching port-mode "trunk

7 set vlan-interface loopback address 10.10.10.1 prefix- configure IP address for the loopback
length 32 interface

8 set vlan-interface interface vlan-1000 vif vlan-1000 configure IP address for the vlan-interface
address 192.168.50.157 prefix-length 24 1000

set vxlans source-interface vlan-1000 address . .
9 192.168.50.157 configure VTEP interface source IP address
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10 set vxlan ovsdb-managed true enable VXLAN managed by OVSDB

1" set protocols ovsdb management-ip 10.10.51.157 configure OVSDB management interface 1P

address
12 set protocols ovsdb controller address 10.10.50.212 configure OVSDB controller IP address
13 set protocols ovsdb controller c1 protocol ssl configure OVSDB controller protocol

14 set protocols ovsdb controller ovsdb port 6632 configure OVSDB controller port

set protocols ovsdb interface te-1/1/31

15 configure OVSDB interface

VMware NSX Configuration

1 Configure OVSDB on NSX Manager for SW1

2 Add Components in NSX Manager

3 Add ESXi in NSX Manager

4 Add Hardware Gateway

5 Create Transport Zone

6 Create Logical Switch

7 Create Logical Port

8 Add Gateway VTEP Port
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Pica8 VTEP Gateway Configuration and Verification

set interface
set interface
set interface
set protocols
set protocols
set protocols
set protocols
set protocols

gigabit-ethernet te-1/1/9 family ethernet-switching native-vlan-id 1000
gigabit-ethernet te-1/1/31 family ethernet-switching port-mode "trunk"
gigabit-ethernet te-1/1/31 family ethernet-switching vlan members 100
ovsdb management-ip 10.10.51.157

ovsdb controller ovsdb protocol ssl

ovsdb controller ovsdb address 10.10.50.212

ovsdb controller ovsdb port 6632

ovsdb interface te-1/1/31

set vlan-interface interface 1000 vif 1000 address 192.168.50.157 prefix-length 24
set vlans vlan-id 100

set vlans vlan-id 1000 13-interface "1000"

set vxlans source-interface 1000 address 192.168.50.157

set vxlans ovsdb-managed true

VMware Configuration via NSX Dashboard

1. Configure OVSDB Manager for SW1 in NSX Manager
2. Add Components in NSX Manager

Network Confroller Tools & Cluster:

Dashboard Components Cluster Troubleshoofing wi® Welcome, admin NSX-Confriller-__

Dashboard - & RIS
/1" Summary of Logical Components [Z[ElR] | |/, Summary of Transport Components =5
Type  A|_Registered | Actve | Aer | Type 1| Registered | Actve | et |
Switches 1 1 0 Add Gateways 1 o 1 Add | v
Switch Ports 5 4 0 Add Hypervisors 2 2 0 Add
Routers ] 0 0 [ Add | Service Nodes 0 ] 0 Add =)
Router Ports ] 0 0 Add Zones 1 1 0 [ Add
Queuss g 0 0 lesdd] Gateway Services 1 NiA NA  [Add
ACLs o 0 0 Add
Security Profiles o 0 0 Add
/1" Hypervisor Software Version Summary //1* NSX Appliance Software Version Su... [Z[E|3]
[ Piatform Type & | Platform Version vSuitch Version | Gount | Type 4| NSXVersion | Count
| ESXi 5.5.0-Release-build-1331820  2.3.0.38094 2 | - Unknown - - Unknown - 1
MNSX Controller Node  4.0.1.30244 1
/1" Controller Cluster Nodes =)
Name ] Address | Status | System Load [ system Memory Usage | File System Usage
50e87c0a-d677-44h8-846¢- 10.10.50.213 @ Up 7% e 37y T / 67% I
621f0d 342927 /boot 16% I
/|1 Service Nodes ZE
Name & \ ! Address C | System Load | System Memory Usage | File System Usage
No Service Nodes
/,/*" Multi-Domain Interconnect Summary el
Name 4| UUID UpTunnel | Down Tunnel
Mo Multi-Domain Interconnect Gateway Services
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3. Add ESXiin NSX Manager

VXLAN VTEP Gateway with Pica8
and VMware NSX

Transport Node "vxlan-101" [edit| | pekete

Hypervisor

Hypervisor

e RIS

‘11 Properties

el

uuiD

Tags

System Type
System Version
OVS Version

Integration Bridge

Credential

Master Cluster Node

Tunnel Keep-alive Spray

€2059471-30b5-4c3c-ba5Se-

- Mone -

ESXi
5.5.0-Release-build-1331820
2.3.0.38094

br-int @ Found

@ No

10.10.50.101

EIERI| [ Stats

073f81bda51f

50287 c0a-d677-44b8-846c-621f0d3429af

Management Connection
OpenFlow Connection

Admin Status

@®Up (10.10.50.101)
@ Up
@ Enabled

/1 System Statistics

System Uptime

CPU Cores

System Load Average
Last Connected

Last Disconnected

System Memory (MB) (used/cacheftotal)
System Swap (MB) (used/otal)

File System Usage (MB) (path:used/otal)

Feb 4, 2015 2:33 GMT
Feb 4, 2015 2:33 GMT

BB | |/ Process Statistics

0/o/o Restart Count -
0/0 OVS Uptime -
NIA OVS Monitor Uptime -

OVS CPU Used -

Trans Zone

11 Transport Connectors

[Ei[=115)

Tans one Type

| Briggein |

IP Address

velan-10010

fifo7...d5152

VXLANConnector -

192.168.50.101
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4. Add Hardware Gateway

vmware'
A Metwork Controller Tools &

i L Dashboard Components Cluster Troubleshoofi

Metwork Components = Gateway Sernvices

Gateway Service "vxlan-11" [Edit]  pelete

Gateway Service R

/1" Properties

UulD  1fdccBee-2382-4a56-9c65-8f0a61dB808f

Tags - MNone -

Type WVTEP L2

i1 Gateways I=j=s)

Transport Nede UUID Transport Node Name | Port 1D

8a4d2284-e495-4ahl-9c71-83df 74T 1d8a4 vxlan-11 te-11/31
8a4d2284-e495-4abl-9c71-83df74f1d8ad  wxlan-11 te-1/1/32
8a4d2284-e495-4abl-9c71-83df7a4f1d8as  wxlan-11 aet

b Recent Logs (12)
b Logical Switch Ports (0)

5. Create Transport Zone

Metwork Components = Transport Zones

Transport Zone "vxlan-10010" edit| | pelete

Transport Zone RAr:
iyl Properties

uuiD  f1f074e3-eldc-49b8-9137-2098b00d5152
Tags - None -

/1 Transport Node Mo...

P Options
[ ]
[ |
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6. Create Logical Switch

Logical Switch "vxlan1" [Edit] | Delete | Port Connections

Logical Switch I~ P&
,".;'-- Properties e ."-;'-' Transport Zone Bindings =)
uuID 4677 abd6-84c1-4aal-h27b-c06c15eh4b58 Transport Zene UUID Transport Zone Name Type &
fifo7...ds152 vxlan-10010 VXLAN VNI 10010
Tags - None -
Port Isolation @ Disabled

Replication Mode Source Node

/)| Status & Statistics [@/E[@] | |/ Logical Router [IE1@]| |/, Multi-Domain Interconnect Gateway Services =S
Fabric Stats eUp No attached logical router TE— LD I Coniext 1D
Configured Ports 5 Change No Multi-Domain Interconnect Gateway Services

Admin Status Up/Down  5/0
Link Status Up/Down 411

{1 Transport Node Mo... [&[E[2]

b Options

7. Create Logical Port

« Logical Switch Port (5)

[@ Fiter x il Delete Checked | [ Add | [ ~| @)

- H Switch

I_l‘ ‘ Admin | Link | Fabric Mess | Name Port | MName | uuiD Attachment Attached MAC |

»r ®Up ®Up ®Up - vxlan-203 1 wxlan1 4edh8...b203d  VIF 502e89d0-baec-adc8- 00:50:56:ae:46:d3  Lf
049a-55b6b1d24099-0

[l »r @Up ®Up ®Up - vxlan-201 2 wxlanl fdi41...aféba VIF.502e6aal-311lc-5a42- 00:50:56:ae:f8:73 £
48F7-422253cd5Tb7-0

»r ®Up ®Up ®Up - vxlan-204 4 wxlan1 c6494...888Fa  VIF 502ea58b-34f6-159a- 00:50:56:ae:5a:30  Lf
cada-dsdefdcef7ad-0

[ »r @Up @®Up ®Up - vrlan-202 5  wxant d146b...9706b  VIF:502e2430-ce43-5cch- 00:50:56:ae:d0:db £
3c4c-04aa292f273d-0

8. Add Gateway VTEP Port

Logical Switch Port "6a275791-299b-4893-9ac0-ec0ad3511522" |eat| | atete
Logical Switch "vxlan1"

Logical Switch Port [~ & 2

11" Properties lermlal | |/, Attachment [EENS]
uuiD 6a275791-299b-4893-9ac0-ec0ad3511522 Type VTEP L2 Gateway
Tags - None - VTEP L2 Gateway Service 1fdcc. ..808ef
Port Number 6 VLAN ID 30

Admin Status @ Enabled

MAC Learning @ Disabled

Transport Node - None -

w'.'u‘"' Status Ei=]) .‘I-;'-' Statistics "I-;‘- Port Security Addres "I-;'- Mirror Targets

Fabric Status @ Down Rx Byles N/A IP Address MAC Address IP Address Mirror

Admin Status @ Up RxPackets  NIA Mo IP Addresses No Mirror Targets

Link Status @ Down Tx Bytes NIA
Tx Packets N/A
Last Updated N/A
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Verifying the Pica8 Switch

Verifying VXLAN Table of SW1

admin@XorPlus# run show vxlan tunnel

Total number of tunnels: 1

VNI 2, Encap:service-vlan-delete, Decap:service-vlan-add
src addr:192.168.50.157, dst addr:192.168.50.101, state:UP
traffic type:all

nexthops:192.168.50.101

output ports:te-1/1/9

Verifying VXLAN MAC Table of SW1

admin@XorPlus# run show vxlan address-table
VNID MAC address Type Interface
VTEP

10010 70:72:cf:9d:6f:fb Dynamic te-1/1/31
10010 00:50:56:ae:46:d3 Static
192.168.50.101

10010 00:50:56:ae:5a:30 Static
192.168.50.101

admin@XorPlus#

Dump the OVSDB Hardware VTEP Table SW1

root@XorPlus$ovsdb-client dump hardware vtepArp Sources Local table
_uuid locator src_mac

Arp Sources_Remote table

_uuid locator src mac

Global table

_uuid managers switches
3542b066-e49a-4df6-91e5-731ced3868c7
[5cc533b6-3591-4d5£-9848-52a9d8b38cab]
[7Teea2f69-e3le-4a71-a997-3a370bd7£468]

Logical Binding Stats table

_uuid bytes from local bytes to local packets from local
packets to local

Logical Router table

_uuid description name static routes switch binding
Logical Switch table

_uuid description name tunnel key

be%b786a-d5ab-4£78-8cf7-el5e2c336994 ""
"4677abd6-84cl-4aal-b27b-c06cl5eb4b58" 10010
2e70752c-al35-4a94-ablb-057d51leded0d "" nvp internal []
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Manager table

_uuid inactivity probe is connected max backoff other config
status target

5cc533b6-3591-4d5£-9848-52a9d8b38cab 30000 false 3000 {} {}
"ss1:10.10.50.212:6632"

Mcast Macs Local table

MAC uuid ipaddr locator set logical switch
Mcast Macs Remote table

MAC uuid ipaddr locator set logical switch

€4e82b72-bfb8-4534-8e67-990d92b2e104 "192.168.50.101"
"vxlan over ipv4"

d69£550e-c90d-4327-a294-465d734a595¢c "192.168.50.157"
"vxlan over ipv4"

acbbaea7-db90-436e-al80-93561249c74c "192.168.50.243"
"vxlan over ipv4"

Physical Locator Set table

_uuid locators

Physical Port table

_uuid description name port fault status vlan bindings vlan stats
c012b%a0-d840-4de2-9599-499ac2792%a0 "" "te-1/1/31" []
{100=be%786a-d5ab-4£78-8cf7-el15e2c336994} {}

Physical Switch table

_uuid description management ips name ports switch fault status
tunnel ips tunnels

Teea2f69-e31le-4a71-a997-3a370bd7£468 "" [] "brO"
[95d3ce46-6ddd-4897-acae-9417938fc463,
c012b%a0-d840-4de2-9599-499%9ac27929%9a0] [] ["192.168.50.101"] []
Tunnel table

_uuid bfd config local bfd config remote bfd params bfd status
local remote

Ucast Macs Local table

MAC uuid ipaddr locator logical switch

"70:72:cf:9d:6f:fb" 50£22ba9-3055-4£68-803b-43bdcc722ae6 ""
d69f550e-c90d-4327-a294-465d734a595¢c
be9b786a-d5ab-4£78-8cf7-e15e2c336994

Ucast Macs Remote table

MAC uuid ipaddr locator logical switch

"00:50:56:ae:46:d3" 4e826lea-5b2a-49a3-af28-£f5e302fde888 ""
el4e82b72-bfb8-4534-8e67-990d92b2e104
be9p786a-d5ab-4f78-8cf7-e15e2c336994
"00:50:56:ae:5a:30" 6178ea7c-3£90-47fb-bf3f-a7a2£32b0696 ""
el4e82b72-bfb8-4534-8e67-990d92b2e104
be9%b786a-d5ab-4£78-8cf7-el5e2c336994
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